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Chapter 1 – RAMP Report Overview 

W
or

kp
ap

er
: M

ap
pi

ng
 o

f R
is

k 
Re

gi
st

er
 to

 R
AM

P 
Ri

sk
s

Ch
ap

te
r 1

 - 
RA

M
P 

O
ve

rv
ie

w

Ri
sk

 ID
Ri

sk
 N

am
e

Ri
sk

 S
ta

te
m

en
t

RA
M

P 
Ri

sk
 C

ha
pt

er
1

Po
le

 F
ai

lu
re

O
ve

rlo
ad

ed
 o

r d
et

er
io

ra
te

d 
in

fr
as

tr
uc

tu
re

 c
ou

ld
 le

ad
 to

 p
ol

e 
fa

ilu
re

s,
 re

su
lti

ng
 in

 se
rio

us
 in

ju
rie

s a
nd

/o
r o

ut
ag

es
, w

ild
fir

es
, 

fin
an

ci
al

 a
w

ar
ds

 to
 in

ju
re

d 
pa

rt
ie

s,
 a

nd
 n

on
-c

om
pl

ia
nc

e 
co

ns
eq

ue
nc

es
.

Co
nt

ac
t w

ith
 E

ne
rg

ize
d 

Eq
ui

pm
en

t, 
W

ild
fir

e

2
W

or
ke

r/
Pu

bl
ic

 S
af

et
y 

- W
or

ke
r E

rr
or

 
W

or
ke

r e
rr

or
, a

nd
/o

r p
ro

ce
ss

 fa
ilu

re
s c

ou
ld

 e
xp

os
e 

pu
bl

ic
 o

r w
or

ke
rs

 to
 p

ot
en

tia
l h

az
ar

ds
. T

hi
s c

ou
ld

 re
su

lt 
in

 se
rio

us
 

in
ju

ry
 a

nd
/o

r f
at

al
iti

es
, f

in
an

ci
al

 a
w

ar
ds

 to
 in

ju
re

d 
pa

rt
ie

s,
 n

on
-c

om
pl

ia
nc

e 
co

ns
eq

ue
nc

es
, a

nd
 o

ut
ag

es
. 

Em
pl

oy
ee

, C
on

tr
ac

to
r &

 P
ub

lic
 S

af
et

y

3
W

or
ke

r/
Pu

bl
ic

 S
af

et
y 

- F
le

et
 A

cc
id

en
ts

SC
E 

ve
hi

cl
e 

fle
et

 a
cc

id
en

t c
ou

ld
 e

xp
os

e 
pu

bl
ic

 a
nd

/o
r w

or
ke

rs
 to

 h
az

ar
ds

. T
hi

s c
ou

ld
 re

su
lt 

in
  i

nj
ur

y,
 fi

na
nc

ia
l a

w
ar

ds
 to

 
in

ju
re

d 
pa

rt
ie

s,
 a

nd
 n

on
-c

om
pl

ia
nc

e.
 

Em
pl

oy
ee

, C
on

tr
ac

to
r &

 P
ub

lic
 S

af
et

y

5
Gr

id
/(

SC
AD

A)
- D

es
tr

uc
tio

n 
of

 th
e 

Gr
id

 
(C

yb
er

 A
tt

ac
k)

De
lib

er
at

e 
at

ta
ck

 to
 S

CE
 in

fr
as

tr
uc

tu
re

 c
ou

ld
 le

ad
 to

 se
rio

us
 d

am
ag

e 
or

 d
es

tr
uc

tio
n 

to
 th

e 
gr

id
, r

es
ul

tin
g 

in
 th

e 
lo

ss
 o

f u
se

 
of

 th
e 

gr
id

 fo
r a

n 
ex

te
nd

ed
 p

er
io

d 
of

 ti
m

e,
 a

nd
 c

at
as

tr
op

hi
c 

ou
tc

om
es

 a
t i

nd
iv

id
ua

l a
nd

 c
om

m
un

ity
 le

ve
ls.

Cy
be

ra
tt

ac
k

7
Gr

id
/(

SC
AD

A)
 - 

Co
m

pr
ise

 o
f t

he
 G

rid
 

(C
yb

er
 A

tt
ac

k)
De

lib
er

at
e 

at
ta

ck
 c

ou
ld

 le
ad

 to
 c

om
pr

om
ise

 o
f t

he
 g

rid
, r

es
ul

tin
g 

in
 te

m
po

ra
ry

 lo
ss

 o
f g

rid
 c

on
tr

ol
. T

hi
s c

ou
ld

 tr
ig

ge
r 

ou
ta

ge
s,

 in
cr

ea
se

d 
fin

an
ci

al
 c

os
t, 

an
d 

no
n-

co
m

pl
ia

nc
e.

Cy
be

ra
tt

ac
k

10
Pu

bl
ic

 S
af

et
y 

- C
op

pe
r t

he
ft

 
At

te
m

pt
ed

 c
op

pe
r t

he
ft

 le
ad

in
g 

to
 h

um
an

 c
on

ta
ct

 w
ith

 e
ne

rg
ize

d 
eq

ui
pm

en
t, 

re
su

lti
ng

 in
 se

rio
us

 in
ju

rie
s/

fa
ta

lit
ie

s.
Ph

ys
ic

al
 S

ec
ur

ity
13

W
or

ke
r/

Pu
bl

ic
 S

af
et

y 
- 

Sy
st

em
/E

qu
ip

m
en

t F
ai

lu
re

 
Fa

ilu
re

 o
f s

ys
te

m
/e

qu
ip

m
en

t e
xp

os
es

 w
or

ke
rs

 o
r m

em
be

rs
 o

f t
he

 p
ub

lic
 to

 h
az

ar
ds

. T
hi

s c
ou

ld
 re

su
lt 

in
 se

rio
us

 in
ju

rie
s 

an
d/

or
 fa

ta
lit

ie
s,

 fi
na

nc
ia

l a
w

ar
ds

 to
 in

ju
re

d 
pa

rt
ie

s,
 n

on
-c

om
pl

ia
nc

e,
 a

nd
 o

ut
ag

es
. 

Co
nt

ac
t w

ith
 E

ne
rg

ize
d 

Eq
ui

pm
en

t, 
U

nd
er

gr
ou

nd
 

Eq
ui

pm
en

t F
ai

lu
re

, W
ild

fir
e,

 H
yd

ro
 A

ss
et

 S
af

et
y

15
Re

lia
bi

lit
y 

of
 C

rit
ic

al
 IT

 S
ys

te
m

s
Th

e 
in

tr
od

uc
tio

n 
of

 a
 n

ew
 su

pp
or

t m
od

el
 c

ou
ld

 e
xp

os
e 

th
e 

re
lia

bi
lit

y 
of

 c
rit

ic
al

 IT
 sy

st
em

s,
 re

su
lti

ng
 in

 c
om

pr
om

ise
d 

in
fo

rm
at

io
n 

an
d/

or
 in

ab
ili

ty
 to

 p
ro

vi
de

/o
bt

ai
n 

in
fo

rm
at

io
n 

cr
iti

ca
l t

o 
bu

sin
es

s f
un

ct
io

ns
 su

ch
 a

s c
us

to
m

er
 se

rv
ic

e,
 c

re
w

 
sc

he
du

lin
g,

 o
ut

ag
e 

m
an

ag
em

en
t, 

et
c.

Cy
be

ra
tt

ac
k

19
W

or
ke

r/
Pu

bl
ic

 S
af

et
y 

- E
le

ct
ric

al
 

Co
nt

ac
t

Du
e 

to
 e

ith
er

 e
xt

er
na

l o
r i

nt
er

na
l c

au
se

s,
 d

ow
n 

w
ire

s o
r i

nd
uc

ed
 v

ol
ta

ge
s c

ou
ld

 le
ad

 to
 w

or
ke

r o
r p

ub
lic

 c
on

ta
ct

 w
ith

 
en

er
gi

ze
d 

eq
ui

pm
en

t, 
re

su
lti

ng
 in

 se
rio

us
 in

ju
rie

s a
nd

/o
r f

at
al

iti
es

 to
 w

or
ke

rs
 a

nd
/o

r p
ub

lic
, a

nd
 o

ut
ag

es
. 

Co
nt

ac
t w

ith
 E

ne
rg

ize
d 

Eq
ui

pm
en

t, 
Em

pl
oy

ee
, 

Co
nt

ra
ct

or
 &

 P
ub

lic
 S

af
et

y
23

W
or

kp
la

ce
 V

io
le

nc
e

Di
sg

ru
nt

le
d 

em
pl

oy
ee

(s
) w

ho
 m

ay
 b

e 
m

or
e 

su
sc

ep
tib

le
 to

 w
or

kp
la

ce
 v

io
le

nc
e 

co
ul

d 
ha

rm
 th

em
se

lv
es

 o
r o

th
er

s,
 re

su
lti

ng
 

in
 se

rio
us

 in
ju

rie
s a

nd
/o

r f
at

al
iti

es
 to

 w
or

ke
rs

, s
ev

er
e 

ne
ga

tiv
e 

ps
yc

ho
lo

gi
ca

l e
ffe

ct
s o

n 
w

or
ke

rs
, a

nd
 la

w
su

its
.  

 
Ph

ys
ic

al
 S

ec
ur

ity

24
Gr

id
/S

CA
DA

 - 
Po

lit
ic

al
ly

 M
ot

iv
at

ed
 

Cy
be

r A
tt

ac
k

If 
an

 in
di

vi
du

al
 o

r g
ro

up
 in

iti
at

es
 a

 c
yb

er
-a

tt
ac

k 
in

 a
n 

ef
fo

rt
 to

 in
flu

en
ce

 p
ol

iti
ca

l d
ec

isi
on

-m
ak

in
g 

or
 se

nd
 a

 p
ol

iti
ca

l 
m

es
sa

ge
, t

he
 c

om
pa

ny
 is

 e
xp

os
ed

 to
 h

ei
gh

te
ne

d 
cy

be
r r

isk
 th

at
 c

an
 re

su
lt 

in
 a

tt
ac

ks
 to

 o
ur

 b
us

in
es

s n
et

w
or

ks
 a

nd
 a

tt
ac

ks
 

on
 th

e 
gr

id
, w

hi
ch

 le
ad

 to
 c

on
se

qu
en

ce
s f

or
 th

e 
co

m
pa

ny
 in

 a
ll 

im
pa

ct
 d

im
en

sio
ns

. 

Cy
be

ra
tt

ac
k

28
Ca

ta
st

ro
ph

ic
 E

ve
nt

s -
 N

at
ur

al
 D

isa
st

er
s 

- W
ild

fir
es

Ab
ili

ty
 to

 m
an

ag
e 

th
e 

ef
fe

ct
s o

f w
ild

fir
es

 w
ill

 re
qu

ire
 th

at
 th

e 
co

m
pa

ny
 e

ffe
ct

iv
el

y 
pr

ev
en

t, 
pr

ot
ec

t a
ga

in
st

, m
iti

ga
te

, 
re

sp
on

d,
 a

nd
 re

co
ve

r f
ro

m
 w

ild
fir

es
. I

f n
ot

 e
ffe

ct
iv

el
y 

m
an

ag
ed

, w
ild

fir
es

 c
an

 re
su

lt 
in

 a
ss

et
 fa

ilu
re

, s
er

io
us

 p
ub

lic
 a

nd
 

em
pl

oy
ee

 sa
fe

ty
 in

ci
de

nt
s,

 a
nd

 se
rv

ic
e 

de
liv

er
y 

im
pa

ct
s.

 

Cl
im

at
e 

Ch
an

ge
, W

ild
fir

e

33
Ph

ys
ic

al
 S

ec
ur

ity
 o

n 
Cr

iti
ca

l 
In

fr
as

tr
uc

tu
re

De
lib

er
at

e 
at

ta
ck

 to
 S

CE
 c

rit
ic

al
 in

fr
as

tr
uc

tu
re

 c
ou

ld
 re

su
lt 

in
 a

 se
cu

rit
y 

br
ea

ch
 a

nd
 p

ot
en

tia
lly

 le
ad

 to
 d

am
ag

e 
of

 
eq

ui
pm

en
t (

re
su

lti
ng

 in
 to

xi
c 

sp
ill

s)
, c

as
ca

di
ng

 o
ut

ag
es

, s
ys

te
m

 fa
ilu

re
s,

 a
nd

 se
rio

us
 in

ju
rie

s a
nd

/o
r f

at
al

iti
es

 to
 w

or
ke

rs
, 

an
d 

po
te

nt
ia

lly
 m

em
be

rs
 o

f t
he

 p
ub

lic
.

Ph
ys

ic
al

 S
ec

ur
ity

36
Cu

st
om

er
 S

er
vi

ce
 S

ys
te

m
s F

ai
lu

re
Cr

iti
ca

l a
gi

ng
 c

us
to

m
er

 se
rv

ic
e 

pl
at

fo
rm

 a
nd

 te
ch

no
lo

gy
 o

bs
ol

es
ce

nc
e 

co
ul

d 
re

su
lt 

in
 c

us
to

m
er

 se
rv

ic
e 

sy
st

em
 fa

ilu
re

s,
 a

nd
 

le
ad

 to
 d

el
ay

s a
nd

 e
rr

or
s i

n 
ha

nd
lin

g 
ro

ut
in

e 
cu

st
om

er
 re

qu
es

ts
, p

ro
bl

em
s i

n 
ou

ta
ge

 m
an

ag
em

en
t, 

ad
di

tio
na

l o
pe

ra
tio

na
l 

co
st

s,
 n

on
-c

om
pl

ia
nc

e,
 d

el
ay

s i
n 

co
lle

ct
in

g 
re

ve
nu

e,
 a

nd
 p

ot
en

tia
l i

m
pa

ct
 to

 c
rit

ic
al

 c
ar

e 
cu

st
om

er
s.

N
/A

 - 
Se

co
nd

ar
y 

sa
fe

ty
 im

pa
ct

s

40
Pu

bl
ic

 S
af

et
y 

- S
tr

ay
 V

ol
ta

ge
As

 p
ar

t o
f a

 ro
ut

in
e 

ov
er

he
ad

 a
nd

 u
nd

er
gr

ou
nd

 c
on

st
ru

ct
io

n 
pr

ac
tic

e,
 li

ne
s a

nd
 e

qu
ip

m
en

t a
re

 g
ro

un
de

d 
fo

r p
ur

po
se

s o
f 

st
ab

ili
za

tio
n 

an
d 

pr
ot

ec
tio

n,
 w

hi
ch

 c
re

at
es

 a
 c

ur
re

nt
 re

tu
rn

 p
at

h 
th

ro
ug

h 
ea

rt
h.

 M
em

be
rs

 o
f t

he
 p

ub
lic

 in
 c

lo
se

 p
ro

xi
m

ity
 

to
 a

 su
bs

ta
tio

n 
m

ay
 b

ec
om

e 
pa

rt
 o

f a
 c

ur
re

nt
 re

tu
rn

 p
at

h 
w

he
n 

m
ak

in
g 

co
nt

ac
t w

ith
 a

 su
bs

ta
tio

n 
fe

nc
e,

 m
ak

in
g 

co
nt

ac
t 

w
ith

 a
 c

on
du

ct
iv

e 
in

do
or

 w
at

er
 fi

xt
ur

e 
or

 o
ut

do
or

 c
on

du
ct

iv
e 

w
at

er
 p

ip
e,

 o
r w

hi
le

 e
xi

tin
g 

an
 u

ng
ro

un
de

d 
sw

im
m

in
g 

po
ol

 
su

rr
ou

nd
ed

 b
y 

a 
co

nc
re

te
 d

ec
k.

  T
hi

s c
an

 p
ot

en
tia

lly
 re

su
lt 

in
 in

ju
rie

s a
nd

 c
iv

il 
lit

ig
at

io
n.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

45
Sm

ar
tC

on
ne

ct
 a

nd
/o

r N
et

co
m

m
 

M
et

er
in

g 
Sy

st
em

 F
ai

lu
re

As
se

t, 
sy

st
em

, p
ro

ce
ss

 o
r w

or
ke

r f
ai

lu
re

, o
r s

ec
ur

ity
 b

re
ac

h 
co

ul
d 

ca
us

e 
SC

E'
s A

dv
an

ce
d 

M
et

er
in

g 
Sy

st
em

s t
o 

fa
il.

  T
he

 
ou

tc
om

es
 o

f t
he

se
 ty

pe
s o

f f
ai

lu
re

s m
ay

 im
pa

ct
 p

ub
lic

 a
nd

 e
m

pl
oy

ee
 sa

fe
ty

, c
au

se
 lo

ss
 o

r d
el

ay
 o

f c
or

po
ra

te
 re

ve
nu

e,
 a

nd
 

tr
ig

ge
r i

nc
re

as
ed

 m
an

ua
l w

or
k 

ar
ou

nd
s,

 lo
ss

 o
f d

at
a,

 la
rg

e-
sc

al
e 

ou
ta

ge
s,

 a
nd

 c
us

to
m

er
 d

iss
at

isf
ac

tio
n.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

De
sc

rip
tio

n:
 F

or
 th

e 
sa

ke
 o

f r
el

ev
an

cy
 a

nd
 b

re
vi

ty
, S

CE
 h

as
 fi

lte
re

d 
its

 ri
sk

 re
gi

st
er

 to
 o

nl
y 

di
sp

la
y 

th
os

e 
ris

ks
 th

at
 a

ct
ua

lly
 h

av
e 

a 
sa

fe
ty

 im
pa

ct
. T

hi
s i

s w
ha

t i
s s

ho
w

n 
in

 th
is 

do
cu

m
en

t. 
W

e 
ha

ve
 m

ap
pe

d 
th

es
e 

ris
ks

 to
 o

ne
 o

r m
or

e 
RA

M
P 

Ri
sk

 C
ha

pt
er

s,
 w

he
re

 a
pp

lic
ab

le
. R

isk
 sc

or
es

 fo
un

d 
on

 th
e 

"S
CE

 E
RM

 R
isk

 R
eg

ist
er

 D
et

ai
l" 

ta
b 

w
er

e 
de

ve
lo

pe
d 

us
in

g 
SC

E'
s p

re
vi

ou
s R

isk
 E

va
lu

at
io

n 
To

ol
 (R

ET
) a

nd
 e

va
lu

at
io

n 
m

et
ho

do
lo

gy
 to

 a
ss

es
s f

re
qu

en
cy

, c
on

se
qu

en
ce

s,
 

an
d 

ris
k 

"s
co

re
" o

f e
ac

h 
ris

k.
 

1.2



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 1 – RAMP Report Overview 

Ri
sk

 ID
Ri

sk
 N

am
e

Ri
sk

 S
ta

te
m

en
t

RA
M

P 
Ri

sk
 C

ha
pt

er
48

El
ec

tr
on

ic
 D

at
a 

Br
ea

ch
 G

RI
D 

-
In

te
lle

ct
ua

l P
ro

pe
rt

y 
/C

om
pa

ny
 

Co
nf

id
en

tia
l 

In
te

rn
al

 o
r e

xt
er

na
l a

tt
ac

k 
co

ul
d 

re
su

lt 
in

 th
e 

lo
ss

 o
f, 

or
 u

na
ut

ho
riz

ed
 c

ha
ng

es
 to

, c
on

fid
en

tia
l/s

en
sit

iv
e 

el
ec

tr
on

ic
 d

at
a 

su
pp

or
tin

g 
th

e 
Gr

id
 o

r r
el

at
ed

 in
te

lle
ct

ua
l p

ro
pe

rt
y 

an
d 

tr
ig

ge
r l

ia
bi

lit
y 

as
so

ci
at

ed
 w

ith
 d

at
a 

ex
po

su
re

 a
nd

/o
r u

na
ut

ho
riz

ed
 

ch
an

ge
s t

o 
Gr

id
 d

at
a.

 

Cy
be

ra
tt

ac
k

53
Di

st
rib

ut
io

n 
En

er
gy

 R
es

ou
rc

es
 (D

ER
)

Ad
va

nc
es

 in
 c

us
to

m
er

 a
nd

 d
ist

rib
ut

ed
 e

ne
rg

y 
re

so
ur

ce
 te

ch
no

lo
gi

es
 w

ill
 in

cr
ea

se
 th

e 
pa

ce
 o

f a
do

pt
io

n 
an

d 
pe

ne
tr

at
io

n 
of

 
di

st
rib

ut
ed

 e
ne

rg
y 

re
so

ur
ce

s o
n 

th
e 

di
st

rib
ut

io
n 

sy
st

em
, w

hi
ch

 m
ay

 in
cr

ea
se

 th
e 

ris
ks

 to
 fu

tu
re

 re
lia

bi
lit

y 
an

d 
po

w
er

 
qu

al
ity

.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

57
Ve

nd
or

 P
er

fo
rm

an
ce

 a
nd

 
M

an
ag

em
en

t -
 N

on
 IT

Ve
nd

or
/s

up
pl

ie
r p

er
fo

rm
an

ce
 (l

ab
or

 d
isp

ut
es

, r
aw

 m
at

er
ia

l s
ho

rt
ag

e,
 e

tc
.) 

co
ul

d 
le

ad
 to

 d
isr

up
te

d 
su

pp
ly

 c
ha

in
 a

nd
 re

su
lt 

in
 in

ab
ili

ty
 to

 c
om

pl
et

e 
w

or
k 

as
sig

ne
d 

to
 c

on
tr

ac
t c

re
w

s,
 a

nd
 in

su
ffi

ci
en

t m
at

er
ia

l t
o 

su
pp

or
t O

&
M

, c
ap

ita
l, 

st
or

m
 a

nd
 

em
er

ge
nc

y 
jo

b 
ac

tiv
iti

es
.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

59
SO

N
GS

 - 
M

an
ag

e 
De

co
m

m
iss

io
ni

ng
 - 

Co
-O

w
ne

rs
SO

N
GS

 C
o-

Pa
rt

ic
ip

an
ts

 u
na

ni
m

ou
s v

ot
in

g 
re

qu
ire

m
en

t p
ro

du
ce

s s
lo

w
 d

ec
isi

on
-m

ak
in

g 
or

 in
ab

ili
ty

 to
 re

ac
h 

co
ns

en
su

s,
 

pr
ev

en
tin

g 
th

e 
co

m
pl

et
io

n 
of

 n
ec

es
sa

ry
 w

or
k 

an
d/

or
 d

el
ay

in
g 

th
e 

de
co

m
m

iss
io

ni
ng

 p
ro

je
ct

 a
nd

 c
au

sin
g 

bu
dg

et
 o

ve
rr

un
s.

N
/A

 - 
Se

e 
Ap

pe
nd

ix
 A

 (N
uc

le
ar

 D
ec

om
m

iss
io

ni
ng

)

61
Pu

bl
ic

 S
af

et
y 

- C
on

ta
ct

 V
ol

ta
ge

U
nd

er
 a

bn
or

m
al

 o
pe

ra
tin

g 
co

nd
iti

on
s,

 a
 d

iff
er

en
ce

 in
 p

ot
en

tia
l (

vo
lta

ge
) c

an
 e

xi
st

 b
et

w
ee

n 
ea

rt
h 

an
d 

a 
co

nd
uc

tiv
e 

su
rf

ac
e 

or
 b

et
w

ee
n 

tw
o 

co
nd

uc
tiv

e 
su

rf
ac

es
 a

s a
 re

su
lt 

of
 d

ire
ct

 c
on

ta
ct

 w
ith

 a
n 

ex
po

se
d 

en
er

gi
ze

d 
lin

e 
co

nd
uc

to
r o

r c
ab

le
, o

r a
s a

 
re

su
lt 

of
 in

du
ct

io
n.

 A
 p

er
so

n 
co

ul
d 

be
co

m
e 

pa
rt

 o
f a

 c
ur

re
nt

 p
at

h 
w

hi
le

 w
al

ki
ng

, o
r w

hi
le

 si
m

ul
ta

ne
ou

sly
 c

on
ta

ct
in

g 
ea

rt
h 

an
d 

a 
co

nd
uc

tiv
e 

su
rf

ac
e,

 re
su

lti
ng

 in
 a

 m
od

er
at

e 
to

 se
ve

re
 e

le
ct

ric
 sh

oc
k 

an
d 

po
te

nt
ia

l c
iv

il 
lit

ig
at

io
n.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

63
Th

ird
 P

ar
ty

 C
om

pl
ia

nc
e

A 
sig

ni
fic

an
t n

on
co

m
pl

ia
nc

e 
ev

en
t o

cc
ur

s a
t a

 su
pp

lie
r. 

 T
hi

s i
m

pa
ct

s c
on

tin
ui

ty
 o

f s
up

pl
y 

an
d 

pr
es

en
ts

 fi
na

nc
ia

l a
nd

 
re

pu
ta

tio
na

l r
isk

s.
Cy

be
ra

tt
ac

k,
 a

nd
 o

th
er

 ri
sk

s e
nc

om
pa

ss
in

g 
as

se
t 

fa
ilu

re
64

Re
co

rd
s a

nd
 In

fo
rm

at
io

n 
M

an
ag

em
en

t C
om

pl
ia

nc
e

Em
pl

oy
ee

s n
ot

 fo
llo

w
in

g 
pr

oc
es

se
s,

 o
r p

ro
ce

ss
es

 n
ot

 a
cc

ur
at

el
y 

re
fle

ct
in

g 
th

e 
op

er
at

in
g 

ne
ed

s,
 c

ou
ld

 le
ad

 to
 

po
or

/in
ap

pr
op

ria
te

 re
co

rd
s m

an
ag

em
en

t. 
Th

is 
ca

n 
re

su
lt 

in
 in

ab
ili

ty
 to

 a
cc

es
s i

nf
or

m
at

io
n,

 a
nd

/o
r i

na
bi

lit
y 

to
 re

sp
on

d 
fu

lly
, a

cc
ur

at
el

y,
 a

nd
 ti

m
el

y 
to

 re
gu

la
to

ry
 in

qu
iri

es
 a

nd
 d

at
a 

re
qu

es
ts

.

Em
pl

oy
ee

, C
on

tr
ac

to
r &

 P
ub

lic
 S

af
et

y

67
Em

pl
oy

ee
 M

isc
on

du
ct

U
ni

nt
en

tio
na

l o
r I

nt
en

tio
na

l e
m

pl
oy

ee
 m

isc
on

du
ct

 c
ou

ld
 re

su
lt 

in
 v

io
la

tio
n 

of
 E

m
pl

oy
ee

 C
od

e 
of

 C
on

du
ct

, p
ol

ic
y,

 o
r l

aw
 

an
d 

ca
us

e 
ha

rm
 to

 e
m

pl
oy

ee
s,

 c
us

to
m

er
s o

r s
ha

re
ho

ld
er

s.
N

/A
 - 

Di
d 

no
t m

ee
t s

af
et

y 
th

re
sh

ol
d

72
Pe

rm
itt

in
g

Pe
rm

its
 n

ot
 b

ei
ng

 fi
le

d 
pr

op
er

ly
 (o

r f
ile

d 
pr

op
er

ly
 b

ut
 n

ot
 a

ct
ua

lly
 ta

ke
n 

ou
t t

o 
th

e 
jo

b 
sit

e,
 a

s r
eq

ui
re

d)
 le

ad
s t

o 
SC

E 
cr

ew
s 

no
t h

av
in

g 
th

e 
re

qu
ire

d 
pe

rm
its

.  
Th

is 
re

su
lts

 in
 o

ur
 w

or
ke

rs
 n

ot
 fo

llo
w

in
g 

th
e 

pe
rm

itt
in

g 
ru

le
s a

nd
 re

gu
la

tio
ns

, w
hi

ch
 

ca
rr

y 
sa

fe
ty

, f
in

an
ci

al
 a

nd
 c

om
pl

ia
nc

e 
im

pa
ct

s f
or

 th
e 

co
m

pa
ny

.

N
/A

 - 
Di

d 
no

t m
ee

t s
af

et
y 

th
re

sh
ol

d

73
Pu

bl
ic

 S
af

et
y 

- D
am

 F
ai

lu
re

Hi
gh

-h
az

ar
d 

da
m

s b
ei

ng
 su

bj
ec

te
d 

to
 m

aj
or

 n
at

ur
al

 h
az

ar
ds

 o
r f

ai
lu

re
s c

ou
ld

 p
ot

en
tia

lly
 c

au
se

 a
n 

U
nc

on
tr

ol
le

d 
Ra

pi
d 

Re
le

as
e 

of
 W

at
er

 (U
RR

W
) l

ea
di

ng
 to

 se
rio

us
 in

ju
rie

s a
nd

/o
r f

at
al

iti
es

, d
es

tr
uc

tio
n 

of
 p

ro
pe

rt
y,

 lo
ng

-t
er

m
 e

nv
iro

nm
en

ta
l 

da
m

ag
e,

 c
om

pl
ia

nc
e 

fa
ilu

re
s,

 lo
ss

 o
f o

pe
ra

tio
n 

an
d 

re
ve

nu
e,

 a
nd

 d
es

tr
uc

tio
n 

of
 th

e 
pr

oj
ec

t.

Hy
dr

o 
As

se
t S

af
et

y

75
W

or
ke

r/
Pu

bl
ic

 S
af

et
y 

- B
 B

an
k 

Tr
an

sf
or

m
er

B-
ba

nk
 tr

an
sf

or
m

er
 in

 se
rv

ic
e 

fa
ilu

re
 d

ue
 to

 c
op

pe
r t

he
ft

 le
ad

in
g 

to
 B

-b
an

k 
tr

an
sf

or
m

er
 u

na
va

ila
bi

lit
y 

an
d 

po
te

nt
ia

lly
 

re
su

lti
ng

 in
 se

rio
us

 in
ju

rie
s a

nd
/o

r f
at

al
iti

es
.

Ph
ys

ic
al

 S
ec

ur
ity

79
Re

sp
on

se
 a

nd
 R

ec
ov

er
y 

fr
om

 
M

an
m

ad
e 

Di
sa

st
er

s
Fa

ilu
re

 to
 im

pl
em

en
t a

n 
ef

fe
ct

iv
e 

co
m

pa
ny

-w
id

e 
bu

sin
es

s r
es

ili
en

cy
 p

la
nn

in
g 

an
d 

em
er

ge
nc

y 
m

an
ag

em
en

t s
ys

te
m

 in
 

re
sp

on
di

ng
 to

 m
an

-m
ad

e 
di

sa
st

er
s c

ou
ld

 re
su

lt 
in

 sy
st

em
 fa

ilu
re

; d
el

ay
ed

 o
r u

nc
oo

rd
in

at
ed

 c
om

pa
ny

 re
sp

on
se

 a
nd

 
re

co
ve

ry
 e

ffo
rt

s;
 fa

ilu
re

 to
 ti

m
el

y 
co

m
m

un
ic

at
e 

an
d 

co
or

di
na

te
 w

ith
 e

xt
er

na
l a

ge
nc

ie
s.

Ap
pl

ic
ab

le
 a

s r
es

po
ns

e 
to

 a
ll 

ni
ne

 ri
sk

 c
ha

pt
er

s

80
Re

sp
on

se
 a

nd
 R

ec
ov

er
y 

fr
om

 B
us

in
es

s 
Di

sr
up

tio
ns

Fa
ilu

re
 to

 im
pl

em
en

t a
n 

ef
fe

ct
iv

e 
co

m
pa

ny
-w

id
e 

bu
sin

es
s r

es
ili

en
cy

 p
la

nn
in

g 
an

d 
em

er
ge

nc
y 

m
an

ag
em

en
t s

ys
te

m
 in

 
pr

ep
ar

at
io

n 
fo

r b
us

in
es

s d
isr

up
tio

ns
 c

ou
ld

 re
su

lt 
in

 d
el

ay
ed

 o
r u

nc
oo

rd
in

at
ed

 c
om

pa
ny

 re
sp

on
se

 a
nd

 re
co

ve
ry

 e
ffo

rt
s;

 
fa

ilu
re

 to
 ti

m
el

y 
co

m
m

un
ic

at
e 

an
d 

co
or

di
na

te
 w

ith
 e

xt
er

na
l a

ge
nc

ie
s;

 p
ub

lic
 o

r e
m

pl
oy

ee
 in

ju
rie

s o
r f

at
al

iti
es

.

Ap
pl

ic
ab

le
 a

s r
es

po
ns

e 
to

 a
ll 

ni
ne

 ri
sk

 c
ha

pt
er

s

81
Re

sp
on

se
 a

nd
 R

ec
ov

er
y 

fr
om

 
En

vi
ro

nm
en

ta
l I

ss
ue

s
Fa

ilu
re

 to
 im

pl
em

en
t a

n 
ef

fe
ct

iv
e 

co
m

pa
ny

-w
id

e 
bu

sin
es

s r
es

ili
en

cy
 p

la
nn

in
g 

an
d 

em
er

ge
nc

y 
m

an
ag

em
en

t s
ys

te
m

 in
 

pr
ep

ar
at

io
n 

fo
r c

lim
at

e 
ch

an
ge

 a
nd

/o
r o

th
er

 c
ha

ng
in

g 
en

vi
ro

nm
en

ta
l c

on
di

tio
ns

  (
e.

g.
, i

nc
re

as
ed

 w
ild

fir
e 

ris
k 

du
e 

to
 

dr
ou

gh
t)

 c
ou

ld
 re

su
lt 

in
 p

ub
lic

 o
r e

m
pl

oy
ee

 in
ju

rie
s o

r a
nd

/o
r i

nc
re

as
ed

 im
pa

ct
 to

 S
CE

's 
as

se
ts

. 

Cl
im

at
e 

Ch
an

ge
, W

ild
fir

e

84
El

ec
tr

ic
al

 S
ys

te
m

 F
ai

lu
re

s -
 

So
ut

hw
es

te
rn

 B
la

ck
ou

t
A 

co
m

bi
na

tio
n 

of
 a

ss
et

 fa
ilu

re
s,

 w
or

ke
r e

rr
or

, a
nd

/o
r p

ro
ce

ss
 fa

ilu
re

s c
ou

ld
 le

ad
 in

to
 a

 m
aj

or
 e

le
ct

ric
al

 sy
st

em
 fa

ilu
re

 
re

su
lti

ng
 in

to
 a

 so
ut

hw
es

te
rn

 sy
st

em
 b

la
ck

ou
t w

ith
 sa

fe
ty

, r
el

ia
bi

lit
y 

an
d 

fin
an

ci
al

 c
on

se
qu

en
ce

s.
N

/A
 - 

Pr
im

ar
ily

 a
 d

ire
ct

 re
lia

bi
lit

y 
im

pa
ct

, w
ith

 a
 

se
co

nd
ar

y 
sa

fe
ty

 im
pa

ct
 

99
U

nc
er

ta
in

tie
s a

nd
 th

e 
Po

te
nt

ia
l 

M
ar

gi
n 

of
 E

rr
or

 in
 S

ys
te

m
 P

la
nn

in
g 

or
 

En
gi

ne
er

in
g 

Im
pa

ct
in

g 
Re

lia
bi

lit
y

U
nc

er
ta

in
tie

s i
n 

de
m

an
d 

fo
re

ca
st

 p
la

nn
in

g 
as

su
m

pt
io

ns
 a

nd
 in

cr
ea

sin
g 

sy
st

em
 c

om
pl

ex
iti

es
 d

ue
 to

 v
ar

ia
bl

e 
cu

st
om

er
-s

id
e 

re
so

ur
ce

s c
ou

ld
 le

ad
 to

 th
e 

ac
tu

al
 d

em
an

d 
ex

ce
ed

in
g 

th
e 

fo
re

ca
st

, r
es

ul
tin

g 
in

 p
ot

en
tia

l c
irc

ui
t o

ve
rlo

ad
s a

nd
 c

us
to

m
er

 
ou

ta
ge

s

N
/A

 - 
Se

co
nd

ar
y 

sa
fe

ty
 im

pa
ct

s

1.3



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 1 – RAMP Report Overview 
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ACCESS TO POWER BI  
REQUESTING ACCESS 

By signing or submitting this form, you agree that any information you obtain through this 

access to Power BI shall only be used in connection with SCE’s Risk Assessment Mitigation 

Phase (RAMP) or General Rate Case proceedings.  If any SCE confidential information is 

inadvertently disclosed to you as a result of your access to Power BI, you acknowledge that you 

will treat that information as confidential. 

 

To receive access to the Power BI site, you should complete this form and send via email to: 

Case Administration 
Southern California Edison Company 
Case.admin@sce.com 

After SCE’s acceptance, the User will be notified of activation by email within 2‐3 days.  

Access Request for Power BI 
Case Name:  SCE 2018 RAMP 

User Name:              User Title:             

Organization:             

Mailing Address:             

Email:             

Telephone Number:                       

Party or Governmental Entity Represented by User:             

By:    

  User Signature 

Date:             
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INSTRUCTIONS TO ACCESS POWER BI 

If you don’t have already Microsoft account, follow the steps below to create one.  If you 

already have a Microsoft account for this email address, you can log‐in as usual. 

  

1. You will receive an invitation to access the 
site, with a link to the Report. 

 

2. Click on the link in the email. 

 
3. If you don’t already have a Microsoft 

account, a new window will instruct you to 
create one. 

 

4. Click on “Next” 

 

 
5. A new window will prompt you to create a 

password 

 

6. Create a unique password, using uppercase, 
lowercase, a symbol, and a number 

 

7. Once a password has been created, a verification email will be sent to your email. 

8. Go to the email titled “Verify your email address” to get the Security Code   
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9. Enter your security code in the prompted 
window 

 

10. Click “Next” 

 

 
11. Verify that you are a human. 

 

12. Click “Next” 

 
13. Verify your email address, if correct click 

on “Looks Good!” 
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14. Review permissions and click on “Accept” 

 

15. Congratulations, you have successfully accessed the site! 
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Occupational Safety & Health Committee 
 

Serious Injury & Fatality Criteria (SIF) 
 
Revision Date: January, 2017  

 
 
What is a SIF? 
SIF was developed to be a metric that better facilitates the prevention of fatalities and serious injuries 
that are life threatening or life changing for the employee. The metric should reflect the extent of 
serious injury to employee(s) from events within the control of the employee and/or the employer. 
 
 
Criteria 
SIF’s are work related and serious injuries that occur within the control of the employee and/or 
employer as defined below.  
 
 
Defining Work Related 
 
As the General Rule, work related injuries may result from: 
   
• Activities included within the scope of employment or  

 
• Activities related to a condition of employment.   
 
 
If we pass the General Rule criteria, ask:  
 
• Is this injury OSHA Recordable?  

 
• Was the injured worker being paid for work or performing work on behalf of the employer at the 

time of the event or exposure?  
 

• Was the injured worker’s presence at the place of the injury exposure related to a condition of 
employment?  
 

• Was the cause of the incident within the control of the employee and/or the employer?   
 
 
If the answer to all of these questions is “Yes,” consider the injury to be work-related.  
 

 
 
 
 

1.41



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 1 – RAMP Report Overview 

 

Page 2 of 6 

 

Occupational Safety & Health Committee 
 

 
Frequently Asked Questions 

 
i. If an employee is injured while walking, should these be considered work-related?  

 
The case should be evaluated to consider whether circumstances within the control of the 
employee or the employer caused or contributed to the injury.  It is the intent to count cases 
where the employee trips, slips, stumbles, falls, or is injured by a hazard in the workplace.  It is 
not the intent to count cases that are outside of the control of the employer, such as a heel 
break. 
 

ii. Are dog bites in the control of the employer or employee?  
 
Dog bite cases should be evaluated to consider whether the employee was a victim of an 
unanticipated attack or whether the employee failed to take appropriate actions to prevent the 
injury.  If the employee was clearly a victim, it should not be considered work-related.  

 

Examples of Work Related Events 

• Injuries that occur while the employee is performing a work task (e.g., production employee 
engaged in construction work and operations)  
 

• Injuries that occur while the employee is engaged in normal activities that happen at work 
between specific work tasks (talking to supervisor, selecting tools, etc.)   

 
• Injuries that occur while injured worker is engaged in work-related travel as defined by current 

OSHA Recordkeeping Standards  
 

• Injuries resulting from employee slips or trips from a hazard within the work place including 
employer parking lots and decks  

 
• Injuries that occur during charitable events endorsed by the employer  

 
  

Examples of Non-Work Related Events 
 

• Injuries that occur on company property or while the worker is engaged in a work activity but 
would have occurred at the same time and at the same level of severity even if the employee was 
not engaged in a work activity (epileptic seizure, diabetic seizure, heart attacks, sudden joint 
failure, etc.)  

 
• Injuries that are related to commuting to or from a place of employment outside of work hours  

 
• Injuries that result solely from normal body movements unrelated to work (sneezing, coughing, 

bending over to tie a shoe, walking, etc.)  
 

1.42
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Occupational Safety & Health Committee 
 

 
• Injuries that result solely from personal tasks performed outside of assigned work hours 

(retrieving ice for personal use, holding community meeting at employer premises, etc.)  
 

• Injuries that occur in a travel hotel unrelated to work  
 

• Injuries that occur where the employee is present at the site as a member of the general public, 
unrelated to his or her employment status   
 

• Injuries that result from voluntary participation in wellness, medical, or fitness programs, or 
recreational activity (team building events)  
 

• Injuries where symptoms surface at work from a known non-work-related event or exposure 
(yard work, sporting events, etc.) 
 

• Injuries that result from eating/drinking or preparing food/drink for personal consumption 
(food/drink not provided by employer)  
 

• Injuries that result from personal grooming, self-medication for a non-work-related condition, or 
intentionally self-inflicted injuries  
 

• Injuries that result from non-preventable vehicle accidents  
 
 
 
Identifying and Classifying Serious Injuries 
 
When the work-related criteria have been met, compare the employee injury to the Serious Injury 
criteria listed below to determine if the injury is deemed “Serious.” (Each case should be counted only 
once. In cases with multiple injuries, assign the case to the category representing the most severe 
injury.)  
 
1. Fatalities  

 
 

2. Amputations (involving bone)  
 
 

3. Concussions and/or cerebral hemorrhages  
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Occupational Safety & Health Committee 
 

 
4. Injury or trauma to internal organs 

 
Frequently Asked Question 
 

i. When should a case of organ damage be classified as serious, such as an exposure to 
chemical substance? 
 
Injuries should be classified as serious if objective medical evidence indicates significant or 
sustained (beyond initial event, acute treatment and testing) organ damage, or progressive 
changes in organ function or anatomy. This criterion does not include rapidly dissipating 
signs and symptoms from the acute event (such as irritation or localized redness) and their 
associated treatment, or injury from long term or repetitive exposures. 
 
Only cases that involve relatively short term events should be included in the serious 
metric, even if the result is an illness (example, reactive upper-dysfunction syndrome 
resulting from chlorine exposure event). Illnesses that develop from exposure over long 
periods of time (years) are not to be captured in this metric (example, fibrosis of the lung 
from asbestos exposure).  
 
 

ii. Is a hernia considered a severe case?  
 
A hernia by itself would not be classified as a severe case. However, if the hernia causes 
damage to an internal organ such as a strangulated colon, it would be classified as a severe 
case.  
 
 

5. Bone fractures with the following considerations:  
a. Include fractures of the fingers and toes only if they are open, compound, or comminuted 

(crushing) 
b. Include all bone fractures of the face, skull, or navicular wrist bone 
c. Exclude any hairline fractures unless described above 

 
Frequently Asked Questions 

 
i. Are all hairline fractures excluded?   

 
Hairline fractures in the face, skull, or navicular wrist bone are considered a serious 
injury.  All other hairline fractures are excluded. 
 

ii. Are nasal fractures included as a serious injury in bone fracture criteria? 
 
Typical nasal cartilage-only fractures are not likely to cause life altering or life threatening 
injuries, unless other facial bone fractures are involved.  If the employee has a “broken 
nose” that involves facial bone fractures, the injury should be included as a serious injury. 
Nasal cartridge-only fractures should not be included as a serious injury. 
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Occupational Safety & Health Committee 
 

 
iii. Are broken teeth considered a severe case?  

 
No, unless there were other injuries in addition that meet the criteria (Example: Broken 
Jaw) 
 
 
 

6. Complete tendon, ligament and cartilage tears of the major joints (e.g., shoulder, elbow, wrist, hip, 
knee, and ankle).  
 

Frequently Asked Questions 
 

i. Are partial tendon, ligament and cartilage tears included?  
  
No. Partial tears are not to be classified as a serious injury. 
 
 

7. Herniated disks (neck or back) 
 

8. Lacerations resulting in severed tendons and/or a deep wound requiring internal stitches  
 

Frequently Asked Question 
 

i. Does a puncture that requires internal sutures meet the laceration criteria?  
 
Yes  
 
 

9. 2nd (10% body surface) or 3rd degree burns    
 
 

10. Eye injuries resulting in eye damage or loss of vision  
 

Frequently Asked Questions 
 

i. Does a corneal abrasion constitute eye damage injury?   
 
No.  Corneal abrasions and/or scratches due to foreign bodies are considered minor and 
usually heal quickly. 
 

ii. What are some examples of “eye damage” that meet the criteria?  
 
Examples of eye damage would be cases where the eyeball is penetrated or damaged by a 
significant foreign body.  
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Occupational Safety & Health Committee 
 

 
iii. Does loss of vision mean total loss or is some degradation of vision all that is required to 

meet the serious injury criteria?  
 
Loss of vision means any permanent change in the employee’s vision or change that 
requires corrective lenses. 
 
 

11. Injections of foreign materials (e.g. hydraulic fluid)  
 
 

12. Severe heat exhaustion and all heat stroke cases (Severe heat exhaustion cases are those where all 
of the following symptoms are present: profuse sweating, nausea, and confusion). If confirmed 
fainting occurs due to the heat exposure, this is an automatic severe case. 
 

a. Exclude cases where confirmed personal medical conditions or medications significantly 
contributed to heat exhaustion 
 

Frequently Asked Question 
 

i. If an employee receives an IV for heat exhaustion, does this make it a severe case? 
 
The application of an IV does not necessarily indicate a severe case; further investigation 
should be conducted to determine if the criteria for severe heat exhaustion were met 
(profuse sweating, nausea, and confusion or confirmed fainting). 
  
 

13. Dislocation of a major joint (hip, shoulder, elbow, etc.)  
 
 

14. The Other Injuries” category should only be selected for reporting injuries not identified in the 
existing categories.  A Description box is also provided to briefly describe the nature of the injury.  
 

 
Other Terms and Definitions 
 
 
1. Serious Injury Incidence Rate (SIIR)  

 
The Serious Injury Incidence Rate (SIIR) is calculated using the formula (# cases x 200,000/hours 
worked).  The calculation of the SIIR uses the same hours worked number as your calculation of 
the Recordable Incidence Rate.  
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I. Workpaper: Chapter 2 – Risk Model Lessons Learned – Additional Detail 
 

A. Interdependence Assumptions in Mitigation Effectiveness Modeling  

SCE gained greater insight into the increased challenges of modeling mitigation 

effectiveness for a comprehensive mitigation portfolio versus for individual mitigations.  

For example, in the Contact with Energized Equipment chapter, both the Proposed Plan 

and Alternative Plan #2 include the C1 (Overhead Conductor Program (OCP)). However, 

Alternative Plan #2 also includes M2 (Comprehensive Branch Line Fusing), while the Proposed 

Plan does not.  If these mitigations are truly independent, the modeling of C1 effectiveness can 

be identical in both plans.  However, if they are not completely independent, then there needs 

to be two representations of C1 (OCP): one with M2 and one without M2.   

In general, overlapping interactions among non‐independent mitigations is difficult to 

model for a number of reasons. For example, there are typically more mitigation options than 

there are mitigation plans.  Therefore, the interactions of mitigations within a plan are typically 

not limited to any two individual mitigations but can involve, potentially, all mitigations under 

consideration.   

The interactions between non‐independent mitigations also depend not only on the 

mitigations themselves but also on their respective rates of deployment.  The very question of 

asking how much more (or less) effective one mitigation becomes in the presence of another is 

an overly simplified question; that effectiveness relationship may likely change depending on 

not only the presence of each mitigation but the deployment rates for each mitigation as well.  

Mitigation effectiveness modeling also considers “targeting benefits” for those 

mitigations where scoping tenets target specific assets rather than assets at random. For 

example, SCE would not apply covered conductor as part of C1a (OCP Utilizing Covered 

Conductor) through random identification of in‐scope OCP spans. SCE would instead apply 

covered conductor to those in‐scope OCP spans that would yield the greatest benefit specific to 

covered conductor, namely spans with the greatest frequency of faults associated with contact 

from foreign objects such as animals, metallic balloons, and vegetation.  Again, there will likely 

be overlap within a high‐risk asset base when multiple mitigations in a mitigation plan are 

considered. Therefore the modeled “targeting benefit” for each mitigation is also subject to the 

same challenge associated with mitigation independence assumptions.  

For purposes of this analysis, SCE assumed all mitigations are strictly independent of all 

other mitigations.  This was the most straightforward way SCE found to model individual 

mitigation effectiveness factors for purposes of the initial RAMP report. As SCE’s risk modeling 
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capabilities grow, we look forward to implementing techniques to model mitigation 

effectiveness interactions among multiple mitigations in a collective plan.   

 

B. Degrees of Confidence in Mitigation Effectiveness Modeling  

There can be a range of degrees of confidence in the modeling of mitigation 

effectiveness.  The methodology used in this RAMP report does simulate some risk uncertainty 

through probabilistic analysis of consequence distributions; however, it does not at currently 

describe underlying mitigation effectiveness modeling uncertainty.  

Consider, for example, the difference between two controls in Chapter 5 (Contact with 

Energized Equipment): C1 (OCP) and C2 (Public Outreach). In comparing the analysis results, 

OCP was found to have an RSE approximately one‐third of the RSE of Public Outreach.  

However, there is a wide difference in the degrees of confidence of the underlying assumptions 

of these two mitigations.  

For example, the modeling of OCP was informed by a large amount of asset data and 

refinement of previous detailed risk analyses.  In contrast, the modeling of Public Outreach 

mitigation effectiveness was based on very little data and was largely informed by educated 

estimates.  In other words, SCE is convinced of the direction of risk reduction benefit for Public 

Outreach, but is less certain of the exact magnitude of the benefit. A direct comparison of the 

RSEs of these two controls, without visibility of the underlying degrees of confidence, can lead 

to incorrect interpretations of the results.  

SCE will evaluate ways to evaluate and convey these underlying uncertainties in future 

RAMP risk analyses. This may add meaningful context when interpreting risk model outputs. 

   

C. Benefits of Mitigations that Span Multiple Risk Statements 

SCE developed the risk statements in this RAMP report in a manner that 

preserved their “independence.” For example, Chapter 10 (Wildfire) analyzes risks associated 

with wildfire ignition, but does not analyze risks associated with contact with energized 

conductor. Likewise, Chapter 5 (Contact with Energized Equipment) analyzes risks associated 

with human contact with energized conductor, but does not analyze risks associated with wildfire 

ignition. Ultimately, however, some of the mitigations applied for the former risk statement have 

benefits for the latter. For example, application of covered conductor in the high fire risk area 

will not only have benefits for reducing drivers of wildfire, but also in reducing consequences 

associated with human contact with energized equipment.    
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While evaluating the benefits of each mitigation only with respect to the specific 

chapter it is in avoids double-counting of benefits, it can present a challenge for how to treat the 

costs of each mitigation. For mitigations that span multiple chapters, SCE includes the full costs 

in RSE calculations in both chapters. At this point, SCE does not have a clear methodology for 

accurately dividing the cost of programs that are expected to provide benefits across multiple 

independent risk statements. In essence, RSE calculations for covered conductor assumed only 

some of the expected benefits (i.e., benefits specific to each chapter) but all of the expected costs 

(i.e., the full program cost in both chapters). The net effect of this is that calculated RSEs for 

mitigations like covered conductor – i.e., mitigations that provide benefits that span independent 

risk statements – were understated in each of these two chapters. 
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Chapter 4 – Building Safety 
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Chapter 4 – Building Safety 
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Chapter 4 – Building Safety 
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Chapter 4 – Building Safety 

1 
 

Workpaper – SME Qualifications 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgment is prudent and should be used to inform RAMP analyses. 
 

Risk Chapter Building Safety  
Risk Analysis Component Development of baseline risk assessment and mitigation 

effectiveness values. 

Does historical data exist at 
SCE to support the evaluation 
of this risk analysis 
component? 

In most cases, SME judgment was utilized in conjunction with 
historical or present-day data (e.g. D2 frequency, O1 fatalities, O2.2 
reliability and financial, O3 reliability and financial, O4 reliability and 
financial, and M3 effectiveness values). In two cases, little or no data 
was available (C2 and M2 effectiveness values). 

Additional back-up or sources 
used by the SME(s) to 
inform/validate guidance 

In addition to the data sources described in the Mitigation 
Effectiveness Workpaper and the Baseline Risk Assessment 
Workpaper, SMEs engaged in discussions with fire-life safety (FLS) 
and electrical vendors, with peers through the International Facility 
Management Association (IFMA) network, and with CBRE (CBRE is 
SCE’s service provider for facility maintenance services).  
 

SME(s) who have contributed 
to this analysis 

 Director, SCE Commercial Real Estate (CRE) 
 Principal Manager, SCE CRE  
 Senior Advisors, SCE CRE 
 Consulting Engineer, SCE Generation 
 Engineer 3, SCE Transmission & Distribution (T&D)  

Relevant Experience of SME(s)  The CRE SMEs collectively have over 75 years of experience in 
facilities management, mechanical and building engineering, 
operational maintenance of all building components including 
FLS and electrical systems, and architectural design and 
structural construction management experience (including 
coordination of structural, mechanical, electrical and FLS 
systems). 

 CRE Director has over 20 years of experience establishing 
capital construction budgets.  

 CRE Principal Manager and Senior Advisor SMEs are active 
members of IFMA, possess professional certifications such as 
Certified Facility Manager (CFM), and engage in benchmarking 
with other utilities via the Western Utilities Group. 

 Generation SME has 18 years of research and professional 
experience in the area of seismic risk, including seismic source 
characterization, probabilistic seismic hazard modeling, finite-
element modeling of the seismic response of structures, and 
probabilistic loss estimation. 

 T&D SME has 10 years of experience in substation engineering, 
including 3 years of experience in seismic analysis. 
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Chapter 5 – Contact with Energized Equipment 

N
am

e
C
2

P
u
b
lic
 O
u
tr
ea
ch

P
o
rt
fo
lio

 In
cl
u
si
o
n

P
ro
p
o
se
d

x

A
lt
 1

x

A
lt
 2

x

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

D
1

Eq
u
ip
m
en

t 
C
au
se

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
2

Eq
u
ip
m
en

t 
/ 
Fa
ci
lit
y 
C
o
n
ta
ct

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
3

SC
E 
W
o
rk
 /
 O
p
er
at
io
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
4

U
n
kn
o
w
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
5

D
o
w
n
st
re
am

 E
q
u
ip
m
en

t
n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
6

Th
ir
d
 P
ar
ty
 C
o
n
ta
ct

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

O
1

Se
ri
o
u
s 
In
ju
ri
es

0
.6
%

1
.2
%

1
.8
%

2
.4
%

3
.0
%

3
.6
%

Se
e 
P
ag
e 
9
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l.

Fa
ta
lit
ie
s

0
.6
%

1
.2
%

1
.8
%

2
.4
%

3
.0
%

3
.6
%

Se
e 
P
ag
e 
9
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
2

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
3

Se
ri
o
u
s 
In
ju
ri
es

0
.6
%

1
.2
%

1
.8
%

2
.4
%

3
.0
%

3
.6
%

Se
e 
P
ag
e 
9
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l.

Fa
ta
lit
ie
s

0
.6
%

1
.2
%

1
.8
%

2
.4
%

3
.0
%

3
.6
%

Se
e 
P
ag
e 
9
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

D
ri
ve
rs

O
u
tc
o
m
e
s

En
er
gi
ze
d
 W

ir
e 

D
o
w
n

D
e‐
En
er
gi
ze
d
 

W
ir
e 
D
o
w
n

En
er
gi
ze
d
 W

ir
e 

C
o
n
ta
ct

W
P
 C
h
. 5

 ‐
 C
o
n
tr
o
l &

 M
it
ig
at
io
n
 R
is
k 
R
ed

u
ct
io
n
 E
ff
ec
ti
ve
n
es
s.
xl
sx

4
 o
f 
9

5.6



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 5 – Contact with Energized Equipment 

N
am

e
M
1

O
ve
rh
ea
d
 C
o
n
d
u
ct
o
r 
P
ro
gr
am

 (
O
C
P
) 

U
ti
liz
in
g 
C
o
ve
re
d
 C
o
n
d
u
ct
o
r

P
o
rt
fo
lio

 In
cl
u
si
o
n

P
ro
p
o
se
d

A
lt
 1

x

A
lt
 2

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

D
1

Eq
u
ip
m
en

t 
C
au
se

6
.0
%

1
2
.0
%

1
7
.5
%

2
2
.5
%

2
7
.3
%

3
2
.4
%

Se
e 
P
ag
e 
3
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s.

D
2

Eq
u
ip
m
en

t 
/ 
Fa
ci
lit
y 
C
o
n
ta
ct

3
.7
%

7
.4
%

1
0
.8
%

1
3
.8
%

1
6
.8
%

1
9
.9
%

Se
e 
P
ag
e 
3
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s.

D
3

SC
E 
W
o
rk
 /
 O
p
er
at
io
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
4

U
n
kn
o
w
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
5

D
o
w
n
st
re
am

 E
q
u
ip
m
en

t
n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
6

Th
ir
d
 P
ar
ty
 C
o
n
ta
ct

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

O
1

Se
ri
o
u
s 
In
ju
ri
es

0
.9
%

1
.8
%

2
.7
%

3
.4
%

4
.2
%

4
.9
%

Se
e 
P
ag
e 
1
0
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s.

Fa
ta
lit
ie
s

0
.9
%

1
.8
%

2
.7
%

3
.4
%

4
.2
%

4
.9
%

Se
e 
P
ag
e 
1
0
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
2

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
3

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
4

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

D
ri
ve
rs

O
u
tc
o
m
e
s

En
er
gi
ze
d
 W

ir
e 

D
o
w
n

D
e‐
En
er
gi
ze
d
 

W
ir
e 
D
o
w
n

En
er
gi
ze
d
 W

ir
e 

C
o
n
ta
ct

W
P
 C
h
. 5

 ‐
 C
o
n
tr
o
l &

 M
it
ig
at
io
n
 R
is
k 
R
ed

u
ct
io
n
 E
ff
ec
ti
ve
n
es
s.
xl
sx

5
 o
f 
9

5.7



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 5 – Contact with Energized Equipment 

N
am

e
M
2

C
o
m
p
re
h
en

si
ve
 B
ra
n
ch
 L
in
e 
Fu
si
n
g

P
o
rt
fo
lio

 In
cl
u
si
o
n

P
ro
p
o
se
d

A
lt
 1

x

A
lt
 2

x

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

D
1

Eq
u
ip
m
en

t 
C
au
se

0
.0
%

0
.0
%

0
.7
%

1
.3
%

2
.0
%

2
.6
%

Se
e 
P
ag
e 
4
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s 
b
eg
in
n
in
g 
in
 

2
0
2
0
.

D
2

Eq
u
ip
m
en

t 
/ 
Fa
ci
lit
y 
C
o
n
ta
ct

0
.0
%

0
.0
%

0
.8
%

1
.6
%

2
.4
%

3
.3
%

Se
e 
P
ag
e 
4
 o
f 
"W

P
 C
h
. 5

  ‐
 M

it
ig
at
io
n
 E
ff
ec
ti
ve
n
es
s 
W
o
rk
p
ap
er
.x
ls
x"
 f
o
r 
b
as
is
 o
f 
ca
lc
u
la
ti
o
n
 o
f 
"%

 v
al
u
e"
 f
o
r 
2
0
2
3
.  
P
er
ce
n
ta
ge
s 
in
 

in
te
ri
m
 y
ea
rs
 2
0
1
8
‐2
0
2
2
 a
re
 m

o
d
el
ed

 a
s 
lin
ea
rl
y 
in
cr
ea
si
n
g 
to
 t
h
e 
2
0
2
3
 t
o
ta
l b
as
ed

 o
n
 y
ea
r‐
b
y‐
ye
ar
 d
ep

lo
ym

en
t 
ra
te
s 
b
eg
in
n
in
g 
in
 

2
0
2
0
.

D
3

SC
E 
W
o
rk
 /
 O
p
er
at
io
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
4

U
n
kn
o
w
n

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
5

D
o
w
n
st
re
am

 E
q
u
ip
m
en

t
n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

D
6

Th
ir
d
 P
ar
ty
 C
o
n
ta
ct

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
in
fl
u
en

ce
 t
h
is
 d
ri
ve
r.

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l.

O
1

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
2

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

O
3

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

C
o
n
tr
o
l d
o
es
 n
o
t 
m
it
ig
at
e 
th
is
 c
o
n
se
q
u
en

ce
.

D
ri
ve
rs

O
u
tc
o
m
e
s

En
er
gi
ze
d
 W

ir
e 

D
o
w
n

D
e‐
En
er
gi
ze
d
 

W
ir
e 
D
o
w
n

En
er
gi
ze
d
 W

ir
e 

C
o
n
ta
ct

W
P
 C
h
. 5

 ‐
 C
o
n
tr
o
l &

 M
it
ig
at
io
n
 R
is
k 
R
ed

u
ct
io
n
 E
ff
ec
ti
ve
n
es
s.
xl
sx

6
 o
f 
9

5.8



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Chapter 5 – Contact with Energized Equipment 
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Workpaper – Subject Matter Expert Qualifications 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgement is prudent and should be used to inform RAMP analyses. 
 
Risk Chapter Cyber 
Risk Analysis Component  Baseline risk assessment (Drivers, Outcomes, 

Consequences) 
 Control and mitigation effectiveness 
 

Does historical data exist 
at SCE to support the 
evaluation of this risk 
analysis component? 

SCE and our external partner (Revolutionary Security) 
leveraged our understanding of the attacks facing the electric 
utility grid and SCE to inform the estimates used in this 
chapter. However, SCE-specific historical data was not 
explicitly used in this analysis. 

Additional back-up or 
sources used by the SME(s) 
to inform/validate 
guidance 

There are a number of external cybersecurity-related research 
studies, reports, and analyses that were leveraged to inform 
this analysis.  

SME(s) who have 
contributed to this analysis 

Internal SCE SMEs: 
 Director of Cybersecurity & Compliance 
 Principal Manager, Cybersecurity 
 Senior Manager, Cybersecurity 
 Various Advisors within the Cybersecurity organization 
 
External SMEs from Revolutionary Security: 
 President & CEO 
 Director, Security Assessments & Strategy 
 Principal Security Consultant, IT & OT Services 
 Consultants within the Security Assessments & Strategy 

Practice 
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Relevant Experience of 
SME(s) 

Internal SME Experience: 
 
These SMEs have a combined 58 years of experience in the 
field of information technology with expertise in information 
security, cybersecurity intelligence and engineering, 
technology analysis, incident response and forensics, policy 
development and compliance, security strategy development, 
risk assessment, and vulnerability management.   
  
SMEs collectively possess various professional training, 
certifications and degrees, including: CRISC (Certified in Risk 
and Information System Control), CISSP (Certified Information 
Systems Security Professional) Certifications, technical training 
in the U.S Navy, and Bachelor's degrees.   
 
External SME Experience: 
 
These SME’s have a combined 63 years of experience in the 
fields of software engineering, system & network architecture, 
cybersecurity policy & governance, information security & 
cybersecurity development and practice, threat intelligence, 
threat modeling, risk management, vulnerability assessment, 
penetration testing, and regulatory & compliance within the 
electric utility, oil & gas, manufacturing, defense contracting, 
and pharmaceutical industries. 
 
SMEs collectively possess various professional training, 
certifications and degrees, including: GICSP (Global Industrial 
Cyber Security Professional), CISSP (Certified Information 
Systems Security Professional), C|EH (Certified Ethical Hacker), 
Security+, and Network+ certifications, and various Bachelor 
of Science and Art and Master Degrees. 
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Summary 
SCE partnered with Revolutionary Security, LLC (RevSec),1 a cybersecurity services firm, to develop a 

method to assess the risk reduction capabilities of the proposed and alternative controls and mitigations 

in this RAMP report. This method is based on evaluating how well these controls and mitigations would 

perform against the various scenarios of cyberattacks contemplated in the Cyberattack RAMP Chapter. 

The team aligned the steps of those attack scenarios with existing SCE cybersecurity projects to predict 

their effectiveness in stopping future attack campaigns. This method is based on how controls and 

mitigations are applied to specific each of the five outcomes in the RAMP chapter, to determine the 

amount of risk reduced. SCE then took these results and applied then to SCE’s RAMP model by 

modifying the likelihood of each outcome occurring. 

Controls & Mitigations 
SCE employs a defense‐in‐depth cybersecurity strategy, which uses multiple layers of protection to 

prevent unauthorized access and controls of its systems. This strategy involves deploying several 

programs, implementing processes, and implementing a variety of proactive vulnerability testing, 

training, and education programs. SCE organizes its cybersecurity defense into six program areas:  

 Perimeter Defense 

 Interior Defense 

 Data Protection 

 SCADA Cybersecurity 

 Grid Modernization Cybersecurity 

 NERC CIP Compliance2 

Each of these programs protects our business against cyberattacks in different ways. Each program area 

consists of different projects, each of which was arbitrarily assigned a code for RAMP filing purposes to 

not disclose sensitive SCE information. One new project (V) was added that applies only to the 

Alternative Mitigation Plan #2 to address the risk of hardware vulnerabilities similar to Spectre and 

Meltdown (this is referred to as M1 – Accelerated Hardware Refresh in the chapter). 

Program Area  Project 
Code  

Program Area Project 
Code 

Data Protection  A  Perimeter Defense  L 

Data Protection  B  Perimeter Defense  M 

Data Protection  C  Perimeter Defense  N 

Interior Defense  D  Perimeter Defense  O 

Interior Defense  E  SCADA Protection  P 

Interior Defense  F  GridMod  Q 

Interior Defense  G  GridMod  R 

                                                            
1 See https://www.revsec.com/ for more information on this firm. 
2 Since NERC CIP compliance is considered a compliance‐based control, we did not model this control in the RAMP 
model. 
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Program Area  Project 
Code  

Program Area Project 
Code 

Interior Defense  H  GridMod  S 

Interior Defense  I  GridMod  T 

Perimeter Defense  J  GridMod  U 

Perimeter Defense  K  Accelerated 
Hardware Refresh 

V 

Table 1: Program to Project Mapping 

Outcomes 
SCE identified a range of outcomes that would occur should control systems be compromised. Historical 

examples of relevant cyber attacks were used to generate the Financial, Reliability, and Safety impacts 

of each outcome. The examples for Outcomes 1 through 4 are based on real‐world events, while 

Outcome 5 uses two contrived examples based on real‐world events. One that focuses on Safety was 

translated into a hydro‐electric power generation environment. The second focuses on Reliability and 

Financial was based on physical attack against SCE substations and transformers but was translated to a 

cyber‐attack. SCE’s Dam Security personnel were consulted in the creation of this Outcome. 

Number  Outcome  Examples of Real‐World Events 

Outcome 1  No impact to service or data  Bowman Ave Dam (NY) 

Outcome 2  Exfiltration of CEI data 

BlackEnergy Part of Ukraine 2015 

Ponemon Institute 

Outcome 3 
Loss of control with denial of use of electrical 

systems 
Merck (NotPetya) 

Maersk (NotPetya) 

Outcome 4 
Adversary control with disruption to electrical 

systems 
2015 Ukraine Attack 

Outcome 5 
Adversary control with physical damage to 

/destruction of electrical system 

Cyber Attack on SCE dam resulting in uncontrolled 
rapid release of water flooding a powerhouse and 

campground 

Table 2: Outcomes & Examples 

Risk Reduction Model 
The historical examples used as basis for the Outcomes were each deconstructed into a series of attack 

steps that the adversary performed to achieve their goal. Each attack step was mapped to a current SCE 

Program Area and Project Code. RevSec Subject Matter Experts (SME) graded the estimated 

effectiveness of a project at addressing that attack step for each Outcome. This was done using the 

following scale: 1 (low impact), 2 (minimum effectiveness for attack mitigation), or 3 (highly effective). 

The following table shows the attack steps for Outcome 1, which has both the shortest number of attack 

steps and the least impact to SCE operations (financial consequence only). 
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Table 3: Outcome 1 Attack Path 

The team then aggregated the effectiveness of each control in addressing each outcome. This was used 

as an input to the RAMP model. The estimated effectiveness for each of the mitigations plans for each 

Outcome were also totaled, then divided by the maximum value of matched Project Codes to create the 

percentage of estimated effectiveness shown in the table below.  

Estimated Effectiveness as Percentage of Max Value of Outcome 
Outcome Value / Max Value for Outcome 

Outcome  Prop  Alt #1  Alt #2 

O1  71%  29%  92% 

O2  71%  31%  90% 

O3  65%  31%  90% 

O4  64%  31%  94% 

O5  70%  31%  94% 

Average  68%  31%  92% 
Table 4: Percentage of Estimated Effectiveness per Outcome 

Prop Alt 1 Alt 2

Project J 3 1 3

Project O 1 1 2

AD‐2    
Social engineering (via physical 

implant)
Interior Defense Project D 3 1 3

Project K 3 1 3

Project L 3 1 3

Project H 1 1 2

Project I 3 1 3

Accel HW Refresh Project V 0 0 3

AD‐5 End of Scenario N/A N/A N/A N/A N/A

Attack Number Attack Step Control Area Project Code

Estimated Effective ‐ 

Mitigation Plan

AD‐4    
Endpoint is compromised, privilege 

escalation to system for memory 

access

AD‐1     Social engineering (via phishing) Perimeter Defense

AD‐3    

Malware establishes C2 via some 

external channel, scales from ftp‐

>http‐>soap/api‐>https etc

Perimeter Defense

Interior Defense

6.9
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

O
2

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

O
3

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

O
4

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

O
5

Se
ri
o
u
s 
In
ju
ri
es

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fa
ta
lit
ie
s

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

R
el
ia
b
ili
ty

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

Fi
n
an
ci
al

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t

n
o
 im

p
ac
t
m
it
ig
at
io
n
 d
o
es
 n
o
t 
af
fe
ct
 t
h
is
 o
u
tc
o
m
e.

O
ff
ic
e 
In
ci
d
en

t 

V
eh

ic
le
 

In
ci
d
en

t 

Fi
el
d
 w
it
h
 

El
ec
tr
ic
al
 

In
ci
d
en

t

In
ci
d
en

ts
 N
o
t 

R
es
u
lt
in
g 
in
 

Fa
ta
lit
ie
s 
o
r 

Fi
el
d
 w
it
h
o
u
t 

El
ec
tr
ic
al
 

In
ci
d
en

t

W
P
 C
h
. 7

 ‐
 R
A
M
P
 M

it
ig
at
io
n
 R
ed

u
ct
io
n
 W

o
rk
p
ap
er
.x
ls
x

7
 o
f 
1
4

7.11



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 7 – Employee, Contractor & Public Safety 

N
am

e
M
1
b

Sa
fe
ty
 C
u
lt
u
re
 T
ra
n
sf
o
rm

at
io
n
 –
 E
xp
an
d
ed

 

Tr
ai
n
in
g 
&
 E
le
ct
ro
n
ic
 T
ai
lb
o
ar
d
s 

P
o
rt
fo
lio

 In
cl
u
si
o
n

P
ro
p
o
se
d

A
lt
 1

x

A
lt
 2

2
0
1
8

2
0
1
9

2
0
2
0

2
0
2
1

2
0
2
2

2
0
2
3

Fo
r 
p
u
rp
o
se
s 
o
f 
th
is
 R
A
M
P
 a
n
al
ys
is
, t
h
e
 f
o
llo

w
in
g 
as
su
m
p
ti
o
n
s,
 d
at
a 
so
u
rc
e
s,
 a
n
d
 s
u
p
p
o
rt
in
g 
ra
ti
o
n
al
e
 w
e
re
 u
se
d
 t
o
 d
e
ve
lo
p
 

m
it
ig
at
io
n
 e
ff
e
ct
iv
e
n
e
ss
 v
al
u
e
s 
to
 in
p
u
t 
in
to
 t
h
e
 m

o
d
e
l

D
1

In
co
rr
ec
t 
O
p
er
at
io
n
s:
 S
ys
te
m
 O
p
er
at
io
n
 

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
. 

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 t
h
ro
u
gh

 c
o
gn
it
iv
e‐
b
as
ed

 s
ki
lls
 o
b
ta
in
ed

 in
 S
w
it
ch
 t
ra
in
in
g,
 e
ff
ec
ti
ve
 s
h
ar
in
g 
o
f 
le
ss
o
n
s 
le
ar
n
ed

, u
se
 o
f 

h
az
ar
d
 a
w
ar
en

es
s 
an
d
 e
rr
o
r 
p
re
ve
n
ti
o
n
 t
o
o
ls
, a
va
ila
b
ili
ty
 o
f 
tr
en

d
s 
an
d
 p
re
d
ic
ti
ve
 a
n
al
yt
ic
s 
to
 d
ri
ve
 d
ec
is
io
n
‐m

ak
in
g,
 a
n
d
 

co
n
si
st
en

t 
le
ad
er
 r
ei
n
fo
rc
em

en
t 
o
f 
sa
fe
ty
 b
eh

av
io
rs
, v
al
u
es
 a
n
d
 a
tt
it
u
d
es
.

A
d
d
it
io
n
al
ly
, f
o
r 
th
is
 m

it
ig
at
io
n
, o
u
r 
ex
p
er
ts
 a
ss
es
se
d
 in
cr
em

en
ta
l r
is
k 
re
d
u
ct
io
n
 d
u
e 
to
 t
h
e 
av
ai
la
b
ili
ty
 o
f 
in
fo
rm

at
io
n
 in

 t
h
e 
fi
el
d
 

vi
a 
ta
b
le
ts
 a
n
d
 a
p
p
s.
 

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
2

In
co
rr
ec
t 
O
p
er
at
io
n
s:
 O
th
er

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

1
4
.0
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
. 

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 t
h
ro
u
gh

 c
o
gn
it
iv
e‐
b
as
ed

 s
ki
lls
 o
b
ta
in
ed

 in
 S
w
it
ch
 t
ra
in
in
g,
 e
ff
ec
ti
ve
 s
h
ar
in
g 
o
f 
le
ss
o
n
s 
le
ar
n
ed

, u
se
 o
f 

h
az
ar
d
 a
w
ar
en

es
s 
an
d
 e
rr
o
r 
p
re
ve
n
ti
o
n
 t
o
o
ls
, a
va
ila
b
ili
ty
 o
f 
tr
en

d
s 
an
d
 p
re
d
ic
ti
ve
 a
n
al
yt
ic
s 
to
 d
ri
ve
 d
ec
is
io
n
‐m

ak
in
g,
 a
n
d
 

co
n
si
st
en

t 
le
ad
er
 r
ei
n
fo
rc
em

en
t 
o
f 
sa
fe
ty
 b
eh

av
io
rs
, v
al
u
es
 a
n
d
 a
tt
it
u
d
es
.

A
d
d
it
io
n
al
ly
, f
o
r 
th
is
 m

it
ig
at
io
n
, o
u
r 
ex
p
er
ts
 a
ss
es
se
d
 t
h
e 
in
cr
em

en
ta
l r
is
k 
re
d
u
ct
io
n
 d
u
e 
to
 t
h
e 
av
ai
la
b
ili
ty
 o
f 
in
fo
rm

at
io
n
 in

 t
h
e 

fi
el
d
 v
ia
 t
ab
le
ts
 a
n
d
 a
p
p
s.
 

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
3

H
az
ar
d
 Id
en

ti
fi
ca
ti
o
n
 F
ai
lu
re

2
4
.0
%

2
4
.0
%

2
4
.0
%

2
4
.0
%

2
4
.0
%

2
4
.0
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
. 

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 t
h
ro
u
gh

 c
o
gn
it
iv
e‐
b
as
ed

 s
ki
lls
 o
b
ta
in
ed

 in
 S
w
it
ch
 t
ra
in
in
g,
 u
se
 o
f 
h
az
ar
d
 a
w
ar
en

es
s 
an
d
 e
rr
o
r 

p
re
ve
n
ti
o
n
 t
o
o
ls
, e
ff
ec
ti
ve
 s
h
ar
in
g 
o
f 
le
ss
o
n
s 
le
ar
n
ed

, a
n
d
 c
o
n
si
st
en

t 
le
ad
er
 r
ei
n
fo
rc
em

en
t 
o
f 
sa
fe
ty
 b
eh

av
io
rs
, v
al
u
es
 a
n
d
 

at
ti
tu
d
es
.

A
d
d
it
io
n
al
ly
, f
o
r 
th
is
 m

it
ig
at
io
n
, o
u
r 
ex
p
er
ts
 a
ss
es
se
d
 t
h
e 
in
cr
em

en
ta
l r
is
k 
re
d
u
ct
io
n
 d
u
e 
to
 t
h
e 
av
ai
la
b
ili
ty
 o
f 
in
fo
rm

at
io
n
 in

 t
h
e 

fi
el
d
 v
ia
 t
ab
le
ts
 a
n
d
 a
p
p
s.
 

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
4

In
co
rr
ec
t 
O
p
er
at
io
n
s:
 V
eh

ic
le
 O
p
er
at
io
n

1
2
.5
%

1
2
.5
%

1
2
.5
%

1
2
.5
%

1
2
.5
%

1
2
.5
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
.

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 t
h
ro
u
gh

 c
o
gn
it
iv
e‐
b
as
ed

 s
ki
lls
 o
b
ta
in
ed

 in
 S
w
it
ch
 t
ra
in
in
g,
 e
ff
ec
ti
ve
 s
h
ar
in
g 
o
f 
le
ss
o
n
s 
le
ar
n
ed

, u
se
 o
f 

h
az
ar
d
 a
w
ar
en

es
s 
an
d
 e
rr
o
r 
p
re
ve
n
ti
o
n
 t
o
o
ls
, a
va
ila
b
ili
ty
 o
f 
tr
en

d
s 
an
d
 p
re
d
ic
ti
ve
 a
n
al
yt
ic
s 
to
 d
ri
ve
 d
ec
is
io
n
‐m

ak
in
g,
 a
n
d
 

co
n
si
st
en

t 
le
ad
er
 r
ei
n
fo
rc
em

en
t 
o
f 
sa
fe
ty
 b
eh

av
io
rs
, v
al
u
es
 a
n
d
 a
tt
it
u
d
es
.

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
5

P
ro
ce
ss
/S
ys
te
m
 D
es
ig
n
 F
ai
lu
re

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
.

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 t
h
ro
u
gh

 a
 m

o
re
 e
ff
ic
ie
n
t 
an
d
 a
lig
n
ed

 s
af
et
y 
o
rg
an
iz
at
io
n
al
 m

o
d
el
, p
re
d
ic
ti
ve
 a
n
al
yt
ic
s 
to
 d
ri
ve
 

p
ro
ac
ti
ve
 m

ea
su
re
s,
 a
n
d
 in
d
u
st
ri
al
 e
rg
o
n
o
m
ic
s 
te
ch
n
o
lo
gy
 t
o
 m

ak
e 
d
at
a‐
d
ri
ve
n
 d
ec
is
io
n
s 
an
d
 im

p
ro
ve
m
en

ts
.

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
6

Fi
tn
es
s 
fo
r 
D
u
ty
 Is
su
es

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

1
0
.0
%

Th
es
e 
p
er
ce
n
ta
ge
s 
w
er
e 
d
ev
el
o
p
ed

 b
y 
o
u
r 
sa
fe
ty
 e
xp
er
ts
 (
se
e 
w
o
rk
p
ap
er
 f
o
r 
SM

E 
q
u
al
if
ic
at
io
n
s)
 a
n
d
 r
es
u
lt
s 
fr
o
m
 t
h
e 
2
0
1
7
 S
af
et
y 

C
u
lt
u
re
 A
ss
es
sm

en
t.
 E
xp
er
ts
 c
o
n
si
d
er
ed

 h
o
w
 t
h
e 
sa
fe
ty
 c
u
lt
u
re
 t
ra
n
sf
o
rm

at
io
n
 e
ff
o
rt
s 
ar
e 
ex
p
ec
te
d
 t
o
 le
ad

 t
o
 p
er
fo
rm

an
ce
 

im
p
ro
ve
m
en

ts
 a
n
d
 a
 r
ed

u
ct
io
n
 in

 a
ll 
d
ri
ve
rs
.

Th
is
 d
ri
ve
r 
w
ill
 b
e 
re
d
u
ce
d
 a
s 
p
er
so
n
al
 s
af
et
y 
o
w
n
er
sh
ip
 is
 a
d
o
p
te
d
 a
n
d
 s
af
et
y 
b
eh

av
io
rs
 e
vo
lv
e.

Th
e 
ta
rg
et
ed

 p
o
p
u
la
ti
o
n
 is
 a
ll 
SC
E 
em

p
lo
ye
es
, w

h
ic
h
 w
e 
as
su
m
e 
w
ill
 b
e 
h
el
d
 c
o
n
st
an
t 
th
ro
u
gh

 t
h
e 
R
A
M
P
 p
er
io
d
.

D
ri
ve
rs

W
P
 C
h
. 7

 ‐
 R
A
M
P
 M

it
ig
at
io
n
 R
ed

u
ct
io
n
 W

o
rk
p
ap
er
.x
ls
x

8
 o
f 
1
4

7.12



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 
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Chapter 7 – Employee, Contractor & Public Safety 

Page 1 of 1 
 

Workpaper – Risk Evaluation Memo 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgement is prudent and should be used to inform RAMP analyses. 
 
Risk Chapter Employee, Contractor & Public Safety 

 
Risk Analysis Component Mitigation Evaluation – Development of mitigation 

effectiveness values. 

Does historical data exist 
at SCE to support the 
evaluation of this risk 
analysis component? 

No, SCE does not have historical data to perform this analysis. 
SME judgement was utilized to forecast the benefits of new 
mitigations. 
 
 

Additional back-up or 
sources used by the SME(s) 
to inform/validate 
guidance 

SMEs has regular interactions and discussions with colleagues 
at various utilities that have experienced this risk event and 
who have deployed similar mitigations. These interactions 
typically take place through professional conferences and 
through direct conversations. SCE SMEs used this information 
as a resource in the design of our own system, and leveraged 
that information to help inform the SME guidance to the 
mitigation effectiveness found in this chapter. 

SME(s) who have 
contributed to this analysis 

 Director, Corporate Health & Safety  
 Principal Manager, Safety Programs & Compliance   
 Advisor, Health & Safety  

Relevant Experience of 
SME(s) 

These SMEs have a combined 51 years of professional safety 
and business experience within the electric utility environment. 
 
SMEs collectively possess various professional certifications 
and advanced degrees, including: Certified Safety 
Professionals (CSP), Juris Doctor, Master’s degree in Business 
Administration, and Bachelor’s degrees in Business 
Administration, and Project Management Certification. 
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Chapter 7 – Employee, Contractor & Public Safety 

Safety Volume  Type 
(definitions below)

Compliance Regulatory Body Notes 

Automated External Defibrillator (AED) 

Standard 
Standard Yes

CA Emergency Medical Services Authority

CA Civil Code

CA Health & Safety Code

Organizations that provide AEDs must have a standard to 

meet regulatory requirements

Accident Prevention Manual  Manual  Yes  California OSHA / Federal OSHA
Contains rules and safe work practices, the majority of 

which are based on regulatory requirements 

Asbestos Management for Construction 

Related Activities 
Program  Yes

California OSHA / Federal OSHA

Air Quality Mgmt. District 

Program implemented to establish safe work practices of 

asbestos management when performing construction 

related activities (e.g. constructing, altering, repairing, 

maintaining, or renovating asbestos‐containing structures 

or substrates)

Bloodborne Pathogens (BBP) Exposure 

Control Standard 
Standard Yes California OSHA / Federal OSHA

BBP Exposure Control Manual accompanies the standard 

and explains how to accomplish the standard requirements 

Company Vehicle and Driver Policy  Policy Yes
CA Department of Transportation

CA Air Resource Board rules 

Also includes non‐compliance‐related rules and guidelines 

(e.g. telematics, or GPS vehicle monitoring) 

Confined Space Program  Program  Yes California OSHA / Federal OSHA

The purpose of this program is to ensure the protection of  

workers from the hazards associated with confined space 

entry

Other Confined Space (Enclosed Space) 

Operations Program 
Program  Yes California OSHA / Federal OSHA

Specific to utility vaults. Will be updated to "Enclosed 

Space" in Q4 2018, in line with CA regulation changes

Contractor Safety Management 

Standard 
Standard Yes

CPUC

California OSHA / Federal OSHA

The EHS Handbook for Contractors outlines how to 

accomplish the standard requirements 

Electric and Magnetic Fields (EMF)  Program  Yes CPUC

Inform customers and employees about potential EMF 

health effects, provide free EMF measurements, and use 

EMF‐minimizing designs on new and rebuilt power lines 

and substations

Ergonomic Program  Program  Yes  California OSHA / Federal OSHA
Part of Injury and Illness Prevention Program to identify and

mitigate ergonomic hazards 

Fall Protection Standard  Standard Yes California OSHA / Federal OSHA
Fall Protection Manual outlines how to accomplish the 

standard requirements 

Fire Prevention Program  Program  Yes California OSHA / Federal OSHA

Part of SCE's safety management system; defines 

requirements and responsibilities around fire prevention 

plans 

First Aid Response Guidelines Guidelines  Yes California OSHA / Federal OSHA

Electrical workers are required to be trained in CPR/First 

Aid. Guidelines are available for inspection, replenishment 

and requests for changes to the contents of SCE First Aid 

Kits

Hazard Communication & Chemical 

Management Standard 
Standard Yes California OSHA / Federal OSHA

Standard provides criteria for classification of chemical 

hazards, and approach to safe labeling of such material 

(e.g., Safety Data Sheets)

Hazardous Energy Control – 

Lockout/Tagout (LOTO) Program 
Program  Yes California OSHA / Federal OSHA

"Lockout/tagout" refers to specific practices and 

procedures to safeguard employees from the unexpected 

energization or startup of machinery and equipment, or the

release of hazardous energy during service or maintenance 

activities

Hearing Conservation Program  Program  Yes California OSHA / Federal OSHA
Used to protect workers from hearing problems due to 

noise exposure

Hexavalent Chromium Program  Program  Yes California OSHA / Federal OSHA
Program established to maintain worker exposure below 

the permissible limits

Hot Work Program  Program  Yes California OSHA / Federal OSHA

This program is designed to prevent injury and loss of 

property from fire or explosion as a result of hot work (e.g. 

welding, brazing, soldering, etc.)

Injury and Illness Prevention Program  Program  Yes California OSHA / Federal OSHA Program focused on prevention of injury and illness

Lead Management Program  Program  Yes California OSHA / Federal OSHA
The purpose of this program is to ensure the protection of  

workers from the hazards associated with lead exposure

Medical Support for Remote Operations Directive  Yes California OSHA / Federal OSHA
Program to provide workers with medical support when 

working a remote location

Radio Frequency Energy Safety Program  Program  Yes California OSHA / Federal OSHA
Program established to maintain worker exposure below 

the permissible limits

Respirable Crystalline Silica 

Management Standard 
Standard Yes California OSHA / Federal OSHA

This standard protects workers from exposure to respirable 

crystalline silica, which is a common material found in 

construction material such as sand, concrete, stone, etc.

Respiratory Protection Program  Program  Yes California OSHA / Federal OSHA
The Respiratory Protection Handbook outlines how to 

accomplish the program requirements 

Safety Incident Management Standard  Standard Yes California OSHA / Federal OSHA

This standard defines requirements and responsibilities for 

notification and evaluation of safety incidents (injuries, 

illnesses or close calls) involving employees conducting 

company business and/or members of the public 

Safety Observation Program  Program  Yes California OSHA / Federal OSHA

Meets requirement that supervisors observe employees in 

workplace at least once/year to identify hazards. SCE 

provides tool available to all employees, which also enables 

peer‐to‐peer observations 

Governance Documents: 

Policy: A corporate policy articulates the boundaries of business behavior and personal conduct. A corporate policy outlines who has specific authority or assigned accountability and what actions are 

required in specific situations. Corporate policies are a principal control to manage compliance risks and demonstrate compliance to regulators. A corporate policy applies across the enterprise unless a 

company or a specific group of individuals has been exempted by the Edison International General Counsel.

WP Ch. 7 ‐ Safety Standards Programs and Policies.xlsx 1 of 2
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Chapter 7 – Employee, Contractor & Public Safety 

Implementation Documents:

Program: A corporate program is a set of related measures, events or activities with a particular long term aim. A corporate program may be related or unrelated to regulatory requirements. Compliance to a 

corporate program is based on applicability. A corporate program is typically documented in a corporate program document.

Standard: A corporate standard describes a minimum set of requirements for a method, material, or practice which, when followed, leads to consistent results. Corporate standards are usually governed by a 

corporate policy, program or charter

Manual: A manual typically accompanies a Standard document and provides details regarding how to accomplish the Standard requirements 

Directive: An official instruction, or set of instructions, regarding a specific topic.

Guidelines: Advice or guidance on a particular topic or work practice.

WP Ch. 7 ‐ Safety Standards Programs and Policies.xlsx 2 of 2
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Chapter 8 – Hydro Asset Safety 

1 
 

Workpaper – Risk Evaluation Memo 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgement is prudent and should be used to inform RAMP analyses. 
 

Risk Chapter Building Safety  
Risk Analysis Component Development of baseline risk assessment and mitigation 

effectiveness values. 

Does historical data exist at 
SCE to support the evaluation 
of this risk analysis 
component? 

SCE does not have any historical incidents of failure of a high 
hazard dam. Other data, such as field investigations and 
instrumentation records, is used to inform SME judgement.  
 

Additional back-up or sources 
used by the SME(s) to 
inform/validate guidance 

SMEs consider design documents, drawings, construction and 
inspection reports, field investigations, surveillance and monitoring 
data, inundation mapping, seismic and hydrologic hazard 
assessments, stability analyses and all other available technical 
studies on dams. Semi-Quantitative Risk Assessments are 
performed in facilitated workshops involving participants from SCE, 
external consultants, and representatives from federal and state 
dam safety regulators. 
 

SME(s) who have contributed 
to this analysis 

 Senior Manager, SCE Dam & Public Safety 
 Consulting Engineer, SCE Dam & Public Safety 
 Senior Geologist, SCE Dam & Public Safety 
 Engineer 3, SCE Dam & Public Safety  

Relevant Experience of SME(s)  Senior Manager has 16 years of experience with dams, 
including computer modeling, field testing, instrumentation and 
risk assessment. He has extensive experience interfacing with 
senior leaders at state and dam federal regulators, and with 
other dam owners. 

 Consulting Engineer has 18 years of research and professional 
experience in seismic risk analysis, including seismic source 
modeling, seismic hazard analysis, and computer modeling of 
structural response, and ten years of experience in dam safety, 
including coordinating and implement risk assessment and risk 
management. 

 Senior Geologist has 29 years of experience as an engineering 
geologist, including 15 years spent supporting dam safety and 
other hydropower-related projects, including construction, 
damage assessment and repair, and coordinating collection, 
evaluation and reporting of dam surveillance data.  

 Engineer 3 has 10 years of experience in dam safety, including 
hydrology and hydraulic analyses, flooding risk assessment, and 
probabilistic flood analysis. 
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Chapter 9 – Physical Security 

1 
 

Workpaper – Risk Evaluation Memo 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgment is prudent and should be used to inform RAMP analyses. 
 
Risk Chapter Physical Security 
Risk Analysis Component  Control and Mitigation Evaluation – Development of 

mitigation effectiveness values. 
 Outcome Evaluation – Development of frequency and 

consequence estimates for coordinated attack on 
multiple substations outcome 

Does historical data exist 
at SCE to support the 
evaluation of this risk 
analysis component? 

While there is no historical data at SCE to support this part of 
the analysis, comparisons were drawn with actual events 
across the United States: Metcalf attack on PG&E, substation 
attacks on other utilities over the previous 10 years, and NERC 
GRIDEX 2015 simulation exercise. 

Additional back-up or 
sources used by the SME(s) 
to inform/validate 
guidance 

SMEs hold membership and collaborate regularly with 
members of the North American Transmission Forum (NATF) 
and various professional organizations.  They actively 
participate in peer benchmarking activities and working 
groups across the industry.  In addition, SMEs held discussions 
with colleagues at SDG&E and PG&E who experienced similar 
risk events, and who have deployed similar mitigations.  These 
include: Concrete/block walls, cameras, lights, alarms, and 
security officers.  SMEs utilize this input and compared it to 
the physical characteristics of SCE target facilities, the risk 
tolerances/safety culture at SCE and industry best practices.  
This information was utilized to design the system outlined 
and to inform the SME guidance to the mitigation 
effectiveness found in this chapter. 
 

SME(s) who have 
contributed to this analysis 

 Principal Manager, Corporate Security 
 Principal Manager, Grid Operations   
 Senior Advisor, Corporate Security  
 Security Specialist 2, Corporate Security 
 Technical Specialist/Scientist 3 
 

9.4



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 9 – Physical Security 

2 
 

 Relevant Experience of 
SME(s) 

These SMEs have over 150 years combined of experience in 
risk mitigation, intelligence operations, law enforcement, 
security management and operations, threat analysis, risk 
assessment, physical security standards, workplace violence 
protection and emergency preparedness.  SMEs serve on the 
Department of Homeland Security Critical Infrastructure 
Partnership Advisory Council as the Chair of the Dam Sector 
Coordinating Council. 
 
SMEs collectively possess various professional certifications 
and advanced degrees, including: Doctorate in Law, Master’s 
degrees in Business Administration, Criminal Justice 
Management, Security Management, and have graduated 
from Georgetown University International Security 
Management Association Senior Executive Leadership 
Program. SME’s are active members of the American Society 
of Industrial Security. This is the preeminent security 
organization in the world, recognized by governments and 
private industries as a standard for security protocols.  
Certifications include:  Certified Information Privacy 
Professional, and the following ASIS certifications: Certified 
Protection Professional, Professional Certified Investigator and 
Physical Security Professional.  
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 
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Chapter 9 – Physical Security 

1 
 

SCE estimates how effective each control and mitigation will be at reducing the 

frequency of each driver, the probability of occurrence for each outcome, and the severity of 

each consequence.   

The Physical Security risk is unique in that each facility we protect has a different risk 

profile based on its size, function, criticality, vulnerabilities, prior security work performed, etc. 

As such, to perform the RAMP risk analysis and protect the disclosure of confidential security 

information, SCE used the following approach which allowed us to show the effects of the 

controls and mitigations on the risk without disclosing critical security information. SCE relied 

on internal physical security experts1 and prior evaluations of each of our sites’ criticality, 

threats, vulnerabilities, and activities implemented, to do this.  

 

1) First, our physical security experts estimated how effective a control or mitigation is 

at reducing risk at a facility (or grouping of similar facilities). Because not every 

facility has the same risk exposure, the actual set of physical security measures at 

each facility may vary. Therefore, our experts assessed each facility type 

independently (for example, different sizes and complexities or substations, 

different administrative office building functions, etc.). SCE assigned an estimated 

reduction value to each driver and consequence based on the control/mitigation’s 

ability to affect each type or grouping of facilities. For example, a SME may estimate 

that deploying uniformed security guards at electric substation facilities would 

reduce the frequency of driver D1 (Security System Bypass/Breach) at those types of 

facilities by 80%. 

 

2) Second, we estimated the risk for the facilities being evaluated for security 

enhancements over the RAMP period. SCE prioritizes which facilities (out of more 

than 1,300) are treated with security enhancements. This is estimated to be about 

100 facilities. In most cases, an enhancement will be deployed at the highest‐impact 

facilities first. Based on SCE’s internal evaluation of the risks associated with each 

facility, SCE estimated that the facilities in scope for treatment during the RAMP 

period represent approximately 25% of the total company‐wide physical security 

baseline risk.2 

                                                       
1 See the ‘SME Qualifications’ workpaper for more detail on these experts. 
2 For purposes of this analysis, our portfolio of controls/mitigations is expected to enhance security at roughly 100 
facilities out of SCE's ~1300 total facilities (7.7%). SCE is enhancing the facilities with the highest expected impact, 
measured by expected driver frequency and/or consequence severity.  The majority of facilities are not critically 
essential to large‐scale grid reliability, and do not contain very significant materials of value. As a result, they have 
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Chapter 9 – Physical Security 

2 
 

3) Third, we calculate the percentage reduction of each control/mitigation on the total 

physical security baseline risk. To do this, SCE applied the percentage in Step 1 to the 

percentage in Step 2:  For our example, security guards are expected to reduce 

frequency of security breach by 80% at targeted facilities, and this control is applied 

to facilities representing 25% of the total physical security risk exposure.  Thus, the 

risk reduction effectiveness of the security guard program would be 20% (i.e., 80% x 

25% = 20%).  This 20% represents the risk reduction over six years. Therefore, we 

apportioned the reduction over the six year period.3  

 

The graphic below illustrates these three steps:  

                                                       
a low likelihood of being targeted or a low impact as the result of attack. As such, SCE assumes that facilities 
targeted for enhancement represent a risk exposure three times greater than the average; three times 7.7% leads 
us to 25% risk exposure at these facilities.  For the purposes of this analysis, SCE is making the simplifying 
assumption that each control is addressing 25% of SCE’s total physical security risk exposure. 
 
3 This equates to a risk reduction for D2 of 3.7% in 2018. 
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3 
 

Figure 1 – Risk Mitigation Effectiveness Methodology 
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4 
 

The results of this process, for all controls and mitigations evaluated in this chapter, are shown 

in the tables below: 

 

 

ID Controls/Mitigations Description
Proposed

Plan

Alternative

Plan #1

Alternative

Plan #2

C1a

Electric Facilities Blanket/Grid 

Infrastructure Protection (Capital) ‐ 

Baseline

Continue baseline Risk Mitigation security controls, including targeted metal 

theft abatement, security system refresh / break fix, security officer program, 

access control, and critical infrastructure protection.

X

C1b

Electric Facilities Blanket/Grid 

Infrastructure Protection (Capital) ‐ 

Enhanced

Continuing baseline Risk Mitigation security controls, plus: enhanced 

visitor/access management processes and controls (e.g., smart key), tiered 

critical facility program.

X X

C2
Electric Facilities Blanket/Protection 

of Generation Capabilities (Capital)

Continuing baseline Risk Mitigations security controls as a focused Generation 

Protection strategy, including risk‐based Facility security controls, and access 

management / controls.

X X X

C3a

Non‐electric Facilities 

Blanket/Protection of Major Business 

Functions (Capital) ‐ Baseline

Continue baseline Risk Mitigation security controls as a business capability‐

focused protection strategy, e.g., risk‐based security controls for critical 

facilities protection based on enterprise Business Impact Analysis.

X

C3b

Non‐electric Facilities 

Blanket/Protection of Major Business 

Functions (Capital) ‐ Enhanced

Continuing baseline Risk Mitigation security controls as a focused protection 

strategy, plus: comprehensive risk‐based Facilities security controls, and 

enhanced visitor / access management processes / controls (e.g., smart key).

X X

C4
Asset Protection ‐ Workforce 

Protection and Insider Threat (O&M)

Continuing current Risk Mitigation security controls, plus focus on emerging 

Workplace violence risks, rising active shooter threats, and the people and 

environmental risks associated with increasing transient encampments.

X X X

M1a

Insider Threat Program Enhancement ‐

Information analysis (Capital/O&M) ‐ 

Low

Enterprise insider risk analysis program using internal resources, practices, 

procedures, training, and jointly leveraging SCE internal technology capabilities 

across key stakeholders. 

X X

M1b

Insider Threat Program Enhancement ‐

Information analysis (Capital/O&M) ‐ 

High

Implementation of comprehensive Enterprise Insider Threat program, 

including enhanced identity management, utilizing primarily external 

contracted assets to analyze risk based on internal and external inputs to 

evaluate employee risk probability, identify high risk employees, and report on 

areas and issues of concern.

X

M2
Smart Key Program   Phase 1 ‐ Listed 

BR/CS Critical Sites and CS Tier Sites

Smart Key ‐ Deployment at targeted sites restores master key accountability 

and helps close perimeter security vulnerabilities.
X X

M3
Smart Key Program Phase 2 ‐ 

Remaining Electrical Sites

Smart Key ‐ Deployment at remaining electrical sites restores master key 

accountability and helps close perimeter security vulnerabilities.
X

M4
Smart Key Program  Phase 3 

Remaining Non Electric Sites

Smart Key ‐ Deployment at remaining non electrical sites restores master key 

accountability and helps close perimeter security vulnerabilities.
X

Controls & Mitigations

Portfolios
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Chapter 10 – Wildfire 
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Workpaper: Chapter 10 – Wildfire 
Circuit Deployment Prioritization  

 
Introduction 

SCE developed a deployment prioritization methodology for its Wildfire Covered Conductor 
Program (WCCP) to guide the deployment of covered conductor in place of existing bare 
distribution primary conductor in high fire risk areas (HFRA).  This methodology prioritizes 
deploying covered conductor on circuits posing the greatest wildfire risk, focusing on ignition 
consequence and ignition frequency.  This methodology also took into consideration the 
mitigation effectiveness of covered conductor as deployed in specific areas of high fire risk.  
Within each factor category, individual attributes were selected and subsequently assigned a 
weighting, as shown below.   

 

Development of Methodology 

SCE conducted a comprehensive process to determine how best to prioritize covered conductor 
deployment within the HFRA.  SCE initially considered deploying covered conductor on any 
circuit located in CPUC Tier 3 HFRA.  This approach was rejected, however, in favor of a more 
nuanced analysis that took into account other contributing factors to wildfire risk in order to 
provide for a more effective and efficient deployment strategy.   

Given the variety of circumstances that could lead to a fire, SCE considered how best to leverage 
additional datasets to develop a more sophisticated approach to its prioritization methodology.  
For this effort, SCE formed a cross-function team to assess attributes best representing the 
potential for wildfire risk.  These internal stakeholders included representatives from SCE’s 
Transmission and Distribution Engineering, Business Resiliency and Risk Management 
organizations.  Three general categories were determined to best inform SCE’s prioritization 
methodology: ignition consequence, ignition frequency and mitigation effectiveness. 

In order to determine the relative value between each category, SCE used a comparative 
approach.  When considering ignition consequence and ignition frequency, SCE recognized that 
not all ignitions result in catastrophic wildfires.  Therefore, placing greater priority on high 
consequence areas of our system would likely address greater risk.  As such, the ignition 
consequence attributes, in aggregate, were given greater value than ignition frequency attributes. 

Category
Total Category 

Weighting Attribute
Individual Attribute 

Weighting
Circuit Length in Tier 3 25%
Circuit Length in Tier 2 15%

Circuit Length in High Wind within HFRA 10%
Historic Vegetation Faults in HFRA 15%

Historic Wire Down Events 10%
Circuit Length of Vintage Small Conductor 5%

Ignition Frequency Factors

Ignition Consequence Factors

Mitigation Effectiveness Factor
Estimated number of mitigated faults in 

proportion to circuit length in HFRA
20%

50%

30%

20%

10.43
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Similarly, in determining the relative value of mitigation effectiveness compared to the other two 
general categories, SCE recognized that this factor—while valuable—would place greater 
emphasis on deploying covered conductor in areas where it is likely to be most effective and 
efficient, as opposed to areas where there is the greatest fire risk.  SCE therefore gave this 
category a lower value than the other two, in order to maintain appropriate emphasis on 
deploying covered conductor in high fire risk areas and recognizing that covered conductor 
provides overall substantial benefits for mitigating fire risk, as discussed in the RAMP Report.  

Ultimately, an aggregate 50% weighting was assigned to ignition consequence, an aggregate 
30% weighting was assigned to ignition frequency, and an aggregate 20% weighting was 
assigned to mitigation effectiveness. 

Ignition Consequence Factors 

In sum, the ignition consequence factors account for 50% of the total prioritization weighting.  
As noted in the table above, this category has three attributes.  In determining how to divide this 
50% among the three attributes, SCE relied on subject matter input to best inform the weightings 
of the individual attributes, with validating analyses to further confirm the relative weightings 
where possible. 

Circuit length in Tier 2 and Tier 3:  SCE has approximately 4,500 distribution circuits in its 
service area.  Approximately 1,300 of these circuits have at least some portion located within 
HFRA, which includes CPUC Tier 2 and Tier 3 areas.1  In prioritizing these circuits for the 
WCCP, SCE placed a weight of 25% to the circuit length in a Tier 3 area and a weight of 15% to 
the circuit length in a Tier 2 area to reflect the greater risk associated with Tier 3 areas relative to 
Tier 2.  This means that circuits with the longest length in Tier 3 are generally given priority over 
circuits of comparable length in Tier 2.  Under certain circumstances, however, circuits with 
considerable length in Tier 2 could be prioritized over circuits with a short length in Tier 3. 

In order to further validate these relative weightings, SCE reviewed the 2015-2017 fire history as 
reported to the CPUC.  A majority of fires at distribution voltages up to 33kV were determined 
to occur within the Tier 3 area, providing further justification for Tier 3 receiving a greater 
weighting than Tier 2. 

Wind Load Considerations in HFRA:  Wind plays an important role in many contact-related 
faults, including contact with tree limbs and palm fronds.  In addition, high wind speeds are a 
known contributor to larger fires.  SCE understands that wind loading is considered as part of the 
CPUC’s Tier 2 and Tier 3 designations; however, SCE decided to undertake an additional review 
of wind conditions on its system to further inform its deployment of covered conductor.  For this 
effort, SCE utilized GIS data mapping and existing data from its Pole Loading program to map 
the estimated wind load on the portions of its circuits in HFRA and has also used this data in 
prioritizing circuits for WCCP.   

                                                 
1 HFRA refers to areas designated as Tier 2 or Tier 3 in recent CPUC mapping proceedings or SCE HFRA not in 
CPUC Tiers. 
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This factor (wind load) was assigned a weight of 10% as part of SCE’s WCCP circuit 
prioritization methodology.  This means that circuits with greater exposure to high wind 
conditions within the HFRA are generally given priority over circuits with minimal high wind 
exposure.  Because wind loading is also taken into account as part of the CPUC’s Tier 2 and Tier 
3 designations, SCE assigned this factor a lower relative value, comparatively, within this 
category of attributes.  

Ignition Frequency Factors 

In sum, the ignition frequency factors account for 30% of the total prioritization weighting.  As 
noted in the table above, this category has three attributes.  In determining how to divide this 
30% among the three attributes, SCE relied on subject matter input to best inform the weightings 
of the individual attributes, with validating analyses to further confirm the relative weightings 
where possible.  

Number of historic vegetation faults in HFRA:  Vegetation is a known contributor to ignition 
events associated with SCE distribution equipment.  During the 2015 to 2017 time period, 
approximately 8% of annual faults associated with HFRA circuits were related to vegetation, yet 
these faults were associated with approximately 17% of the annual fire events within the HFRA. 
Since vegetation-related faults pose a heightened fire risk as compared to other fault types and 
covered conductor is an effective mitigation tool for vegetation driven faults, this attribute was 
assigned a weight of 15% as part SCE’s WCCP circuit prioritization methodology.  This means 
that circuits with a history of vegetation faults within the HFRA are generally given priority over 
circuits with other historical fault types. 

Furthermore, from 2015 to 2017, vegetation represented the leading cause of ignitions associated 
with SCE distribution equipment within HFRA.2  This further justifies this attribute receiving the 
highest individual attribute weighting within this category. 

Number of historic wire-down events:  Wire-down events in HFRA also pose an ignition 
frequency risk.  Therefore, circuits with a history of wire-down events are likely to indicate an 
area of outsized ignition risk.  This attribute was assigned a weight of 10% as part SCE’s WCCP 
circuit prioritization methodology.  This means that circuits with a history of wire-down events 
are generally given priority over circuits without a history of wire-down events. 

Similar to the above, from 2015 to 2017, conductor-related fires represented one of the leading 
cause of ignitions associated with SCE distribution equipment within the HFRA.3  Historical 
wire-down events are considered to be a proxy for conductor-related ignitions.  This provides 
further justification for this attribute being included, albeit at a lower attribute weighting 
compared to vegetation. 

Circuit length of vintage small conductor:  Vintage small conductor could be subject to damage 
under fault conditions and is at risk of a wire-down event and posing an ignition risk.  In 
addition, smaller conductor is likely to be older than other parts of our system, and potentially 

                                                 
2 This analysis refers only to those ignition events recorded at voltage levels up to 33kV. 
3 This analysis refers only to those ignition events recorded at voltage levels up to 33kV. 
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exposed to corrosive conditions and degradation for a longer period.  Under normal operating 
conditions, however, vintage small conductor is considered to be of limited risk of leading to an 
ignition event.  Consequently, this attribute was assigned a weight of 5% as part of SCE’s WCCP 
circuit prioritization methodology.  This means that circuits with longer lengths of vintage small 
conductor are generally given priority over circuits with less vintage small conductor. 

Mitigation Effectiveness Factor 

Mitigation effectiveness accounts for 20% of the total prioritization weighting.  SCE relied on 
subject matter input to determine this weighting value, and whether additional attributes were 
necessary.  No other attributes were determined to further assist in determining which areas 
covered conductor would provide the greatest benefits when deployed. 

Estimated number of faults mitigated in proportion to circuit length in HFRA:  In conjunction 
with the analysis of the 2015-2017 fault history in ODRM, SCE utilized the data on each 
circuit’s fault history to estimate the relative mitigation effectiveness of installing covered 
conductor.  More specifically, a comparative value was calculated by dividing the number of 
historical faults within the HFRA potentially mitigated through covered conductor by the 
circuit’s length within the HFRA.  This factor was assigned a weight of 20% as part of SCE’s 
WCCP circuit prioritization methodology.  This weighting, all else being equal, prioritizes 
circuits with a greater recorded rate of potentially mitigated faults per circuit length, compared to 
circuits with faults not expected to be addressed by covered conductor. 

Results and Review 

This methodology resulted in a prioritized listing of approximately 1,300 HFRA circuits with 
overhead conductor exposure.  Circuits intended to be remediated within the 2018-2020 time 
period generally have greater Tier 3 and Tier 2 exposure, indicators of potential concerns with 
overall asset health, such as the historical number of wire-down events, and a history of faults 
that are likely to be mitigated by covered conductor. 

The final prioritized results also underwent a review by stakeholders to help ensure the areas 
selected for initial deployment of covered conductor were indicative of areas of highest risk.  In 
particular, the reviews focused on making sure that areas historically affected by wildfires were 
highly prioritized relative to other areas, while also recognizing that future wildfires may not 
occur in the same areas as the past. 
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Chapter 10 – Wildfire 

Workpaper – SME Qualifications 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgment is prudent and should be used to inform RAMP analyses. 
 

Risk Chapter Wildfire 
Risk Analysis Component Reliability (CMI) consequence assumptions for large (outcomes O1, 

O3) and small (outcomes O2, O4) wildfires 

Does historical data exist at 
SCE to support the evaluation 
of this risk analysis 
component? 

Partially. ODRM tracks outage events in terms of cause (including a 
“fire” cause code) but ODRM does not identify specific attributes of 
the fire itself (i.e., fire name, size, etc.). Therefore, the SME task at 
hand was to develop a method of filtering ODRM data to 
reasonably approximate the range of CMI values for large (O1, O3) 
and small (O2, O4) fires.   
 

Additional back-up or sources 
used by the SME(s) to 
inform/validate guidance 

Knowledge of how ODRM accrues CMI for multiple-day events (i.e., 
CMI is accrued to the day an outage is triggered), how Major Event 
Days (MEDs) are calculated, and knowledge of SCE’s SAIDI 
performance trends for both MED-included and MED-excluded 
scenarios.    
 

SME(s) who have contributed 
to this analysis 

 Senior Manager, Asset Strategy & Analytics 
 Senior Engineer, Maintenance, Performance & Reliability 

  

Relevant Experience of SME(s)  Senior Manager has 16+ years of T&D experience with system 
reliability studies, including 6+ years of direct experience both 
performing and reviewing studies regarding system SAIDI 
metrics.          

 Senior Engineer has 10+ years T&D experience with system 
reliability studies, all of which includes direct experience both 
performing and reviewing studies regarding system SAIDI 
metrics.  
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Chapter 11 – Underground Equipment Failure 
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Chapter 11 – Underground Equipment Failure 
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Chapter 11 – Underground Equipment Failure 
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Chapter 11 – Underground Equipment Failure 
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1 EXECUTIVE SUMMARY 

In 2015, SCE became one of 17 utilities voluntarily participating in a U.S Department of Energy (DOE) 

project, Partnership for Energy Sector Climate Resilience, aimed at enhancing energy security by 

improving the resilience of energy infrastructure against the impacts of extreme weather and climate 

change. The goal was to understand how the wider trends of climate change on a global scale would 

translate into local changes in energy system performance.    

Building upon research done by the California Energy Commission (CEC) and the scientific community, 

SCE created an Adaptation Planning Tool, which allowed SCE to analyze the impacts that long-term 

climate change would have throughout its service territory, down to the local level. In early 2016, the 

findings of this research were submitted in a report to the DOE and the California Public Utilities 

Commission (CPUC). This report detailed the impacts that SCE would likely to experience over the next 

100 years as a result of global climate change in southern California. Key vulnerabilities impacting SCE 

over the next 100 years include: 

- Increased risk for facility inundation and flooding, especially at 18 at-risk coastal facilities 

- Transmission, distribution, and generation systems will operate less efficiently under extreme heat 

- Increased demand due to ongoing increased average temperature and extreme heat days 

- Disruption of service due to facility and equipment loss following flood and landslide events 

- Limited generation capacity due to decreased reservoir levels 

- Disruption of service due to facility and equipment loss due to wildfire events 

- Employee and public safety and wellbeing impacted by wildfire events 

- Increased liability due to higher potential of utility caused fires 

Throughout the summer of 2016, SCE held a series of workshops, in which subject matter experts were 

brought together to identify solutions to the impacts long-term climate change will have on the SCE 

network. From these workshops numerous mitigation measures were identified and shared throughout the 

company and will serve as the basis for continued development of a climate change resilience action plan. 

Summarizing the findings of these workshops, key mitigation efforts would include: 

- Design new facilities and equipment utilizing future modeling instead of historical data 

- Initiate facility relocation well in advance of coastal inundation at at-risk facilities 

- Implement engineering solutions to mitigate facilities at increased risk for inundation, flooding, 

mudslides, and debris flows 

- Install additional equipment to decrease burden on existing equipment 

- Increase the use of distributed energy solutions to limit the burden on the transmission system 

- Increase the capacity of the existing reservoir system through additional locations and a more 

robust catchment system 

- Mandate all new facilities in at-risk location for wildfires have 2 independent evacuation routes 

Work will continue throughout 2017 and 2018 to further refine these proposals to determine the most 

viable and realistic solutions that will best serve SCE’s communities.  

The climate is changing, and will continue to change. SCE is committed to working with the DOE, 

CPUC, and the communities we serve to ensure that together we are prepared for that future. Over the 

next 3 years, SCE will work closely with subject matter experts to develop an effective resilience action 

against long-term climate change for implementation into the 2020 general rate case.  
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2 RESILIENCE PLANNING SCOPE 

2.1 RESILIENCE PLANNING GOALS 
SCE is a major business and significant contributor to the Southern California economy. SCE’s resilience 

plan goal is to identify strategies that can meet California's regional climate adaptation needs while 

continuing to ensure that electricity is safe, reliable, and affordable. 

 

With this goal in mind, SCE joined the DOE’s Partnership for Energy Sector Climate Resilience on July 

22, 2014. As a Partner, SCE agreed to “identify priority vulnerabilities to energy infrastructure assets and 

operations from extreme weather and climate change impacts” and to work with the partnership and 

stakeholders to determine a resilience plan. 

2.2 ADAPTATION PLANNING FRAMEWORK  
SCE, in conjunction with external stakeholders, created an adaptation-planning framework that functions 

as its DOE Partnership work plan. Key to this framework is four milestones: Choosing the Right Data, 

Assessing Specific Vulnerabilities, Identifying the Climate ‘Risk Gap’, and Determining Cost–effective 

Actions to address any remaining risks.  

 

In the flow chart below, SCE has highlighted key questions to be answered, and actions to be taken, in 

order to achieve each milestone. Along with the DOE Partners, SCE has completed the first phase of the 

DOE partnership represented by the first two milestones and we will be focusing on the final two 

milestones in the months ahead. At this point SCE has an understanding of the potential impacts, and is 

now considering where risk mitigation is necessary, and which actions are appropriate to provide reliable, 

safe, and affordable electric service to our customers. 

Figure 1: Four milestones of the adaptation-planning framework 
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3 CLIMATE CHANGE ANALYSIS 

Southern California Edison (SCE) utilized the data from the Cal-Adapt climate change research program 

as the basis for its long-term impact and vulnerability assessment. The impacts outlined in the Cal-Adapt 

study were further reviewed and categorized into broad vulnerability categories to allow for the 

development of more effective mitigation strategies as outlined in Section 3.3 of this document. 

3.1 DEVELOP INPUTS ON CLIMATE CHANGE 
 

Identify Climate Change Projections 

Attempting to understand how global climate change will affect local communities, researchers have 

refined methods of modeling global climate change in order to apply those projections to local regions 

and communities. This progress is allowing climate scientists, state regulators, and now utilities, to speak 

with added confidence about the impacts Southern California could face in the decades ahead. The trend 

is clear, more warming can be expected, and with that warming, comes additional variability across a 

number of weather and natural phenomena. 

SCE’s internal analysis, and the scientific literature reviewed, both draw from many of the same down-

scaled models utilized in research funded by the California Energy Commission (e.g., Westerling and 

Bryant 2008; Westerling et al. 2009; Cayan et al. 2009; Heberger et al. 2009). 

The projections made in this climate impact analysis stem from an emission scenario (called ‘A2’) created 

by the Intergovernmental Panel on Climate Change (IPCC). The A2 scenario is considered to represent a 

medium-high emissions scenario. This scenario describes a world with a large income disparity, slow 

technological diffusion, and high greenhouse gas emissions. In the A2 scenario, global carbon dioxide 

(CO2) emissions reach nearly 30 gigatons of carbon (GtC) annually by 2100. SCE utilized this emissions 

scenario to conduct an internal spatial analysis because SCE is interested in exploring the extent of the 

climate risk gap (between current preparedness and the extremes of climate change) and also because 

when viewing the data it appeared more optimistic emission scenarios track relatively near the A2 

scenario in the near-term (out to 2030). SCE views this vulnerability analysis as an iterative process, and 

as more accurate global emissions projections are developed in the future, the tool SCE created can 

augment its assumptions by using different data sets.  

Existing studies were consulted to verify analysis and draw further systemic conclusions. Two studies in 

particular were drawn upon to cross check SCE’s internal analysis. The first was the ‘Climate Change in 

the Los Angeles Region’ project run by UCLA. This project is a collection of ongoing studies that began 

in 2010 and has been funded jointly by the City and County of Los Angeles, the U.S. Department of 

Energy, and the U.S. National Science Foundation. Another study key to our analysis was ‘Estimating 

Risk to California Energy Infrastructure from Projected Climate Change’ funded through the California 

Energy Commission’s Public Interest Energy Research (PIER) Program and authored by researchers at 

Lawrence Berkeley National Lab (LBNL) and UC Berkeley . When citing potential impacts from 

previous studies, SCE has also attempted to draw from those works the climate impacts derived from the 

A2 scenario (or explicitly flag the use of other scenarios) to ensure consistency. 

The SCE Adaptation Planning tool was designed to utilize datasets from numerous sources, including the 

Cal-Adapt climate impact that illustrates climate data over time within SCE’s service territory. By 

utilizing different geospatial analysis processes, this tool extracts detailed climate impact data at each 
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asset location. The tool easily iterates over multiple locations to create a time series impact at each asset 

location and report impacts in a table, which allows SCE the ability to create an impact analysis by a 

specific assets as the impact changes into the future. Utilizing the locational aspects allows SCE to draw 

conclusions from climate projections across our system, as well as focus in on specific facilities and 

assets. The ability to conduct this type of analytic over SCE’s diverse 50,000 square mile territory ensures 

that SCE will be have geographic specific analysis to inform the effectiveness of mitigation strategies 

identified in the second phase of this effort. 

The SCE Adaption Planning tool was designed for the data sets provided through the State’s Cap-Adapt 

research portal for this initial analysis, but SCE designed the tool to be flexible enough to accept new data 

when it becomes available, allowing for iterative adaptation planning as the research community refines 

methods and gathers additional data.  

 

3.2 CLIMATE CHANGE HAZARDS 
SCE’s analysis focused on understanding the climate impacts projected to occur to the energy assets that 

customers most heavily rely upon, and which SCE controls. As mentioned in the overview of SCE’s 

analysis above, this included utility–owned generation, transmission lines greater than 115 kV, all 

substations, and a high-level look at distribution system impacts.  

While there is still significant uncertainty regarding the likelihood of specific downscaled impacts at 

specific locations, focusing SCE’s analysis at the facility (or asset) level has provided insights into trends 

and specific concerns that require additional analysis. The data breakouts below offer a representative 

look at how facility-level data can be generated from SCE’s Adaptation Planning tool. This facility-level 

data combined with a thorough review of the scientific literature and a deep understanding of the 

challenges facing the SCE system, has allowed SCE to prioritize the list of assets being studied and will 

allow SCE to understand where our system may be vulnerable at the state, regional and facility-level. 

These facility-level outputs provide SCE with a large quantity of information that can be analyzed to help 

better understand climate change hazards. For instance, while the snowpack data for Big Creek Hydro 

Generation (found in Table 2 below) is only representative of impacts at a specific facility, not the total 

watershed, further analysis can reveal the total impacts to hydro production for the region. The same type 

of analysis can be applied to other areas of concern such as extreme heat days and sea level rise. 

Example of Facility-level Analysis Outputs 

Table 1: Mesa substation facility analysis 

Mesa Substation 2030 (2020 for Fire Data) 2050 2085 

Avg Air Temp (c) Aug 27 28.3 29.6 

Fire Risk Multiplier  0 0 0 

Max Air Temp (c) Aug  34.2 35.5 36.8 

Min Air Temp (c) Jan 11.9 11.2 6.5 

Net Surf Radi (watt per square meter) 25 25.6 28.9 

Precipitation (mm per month) 0 35.4 74.2 

Runoff (mm per month) 0 1.6 5.1 

Snow Water Equiv (mm per month) 0 0 0 
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Table 2: Big Creek facility analysis 

Big Creek #1- Hydro Generation 2030 (2020 for Fire Data) 2050 2085 

Avg Air Temp (c) Aug 18.5 20.2 20.6 

Fire Risk Multiplier 1 1.3 1.6 

Max Air Temp (c) Aug  24.9 27.9 27.6 

Min Air Temp (c) Jan -0.3 -3.4 -4 

Net Surf Radi (watt per square meter) 33.5 27.9 14.3 

Precipitation (mm per month) 2 152.9 196.2 

Runoff (mm per month) 0 23.6 20.4 

Snow Water Equiv (mm per month) 0 68.3 52.3 

 

The following section describes the climate impacts most likely to affect SCE’s operations and assets. 

Drawing upon relevant previous studies and our own analysis, SCE presents below a summary of key 

findings and climate impact maps for the year 2050. Additional impact maps showing 2030, 2050, and 

2085 snapshots side-by-side for reference are located in Appendix B, at end of this update.  

1- Warming Temperatures:  

According to research conducted by Cayan et al. (2009) mean temperatures in California are expected to 

warm significantly over the twenty‐first century in all widely studied climate scenarios, especially in the 

summer and in inland areas. At a more regional scale, by mid-century, Hall et al. (2013) find the most 

likely warming under the business-as-usual scenario is roughly 4.6 degrees Fahrenheit averaged over the 

LA region’s land areas, with a 95% confidence that the warming lies between 1.7 and 7.5 degrees. The 

high resolution of their projections reveals a pronounced spatial pattern in the warming: High elevations 

and inland areas separated from the coast by at least one mountain complex warm 20% to 50% more than 

the areas near the coast or within the Los Angeles basin (Hall 2013). Moving beyond mid-century and 

urban centers, SCE’s analysis finds the eastern border of the service territory may see average monthly 

ambient air temperature increases between 7 and 12 degrees Fahrenheit in the 2070-2099 period resulting 

in decreased efficiency in SCE’s current transmission, distribution, and generation systems. The increase 

in average temperatures will also drive an increase in customer demand as electricity usage goes up 

during warmer weather. This region hosts five key transmission pathways serving load to southern 

California.  
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2- Extreme Heat Events: 

 

According to research from Hall et al. (2013),  

“The number of extreme heat days, defined as days in which the high temperature exceeds 95 degrees 

Fahrenheit, rises everywhere at mid-century under the business-as-usual scenario. The number of 

extreme heat days in the future follows a similar spatial pattern to that of the warming results, with 

inland areas seeing much higher totals than coastal areas. For example, Santa Barbara sees average 

annual extreme heat days rise from 5 in the baseline period to more than 123 at mid-century under 

business-as-usual. By contrast, Riverside sees an increase from 58 days to 103 days.” 

 

Overall, this research finds a tripling of extreme heat days by mid-century in dense urban areas in Los 

Angeles County, the San Fernando Valley, and San Gabriel Valley.  

 

Historically, most Southern California heat waves have occurred in July and August, but as climate 

warming occurs, these events appear to begin earlier in the season and could continue through the fall, 

while summer events become more frequent and more intense. The increasing tendency for multiple hot 

days in succession – resulting in heat waves that last longer – could cause problems for distribution 

infrastructure as well as transmission. Especially important may be the lack of nighttime cooling that has 

characterized recent heat waves in California, which can cause additional stress on the transformers that 

help serve customer load. 
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High temperatures can also result in decreased efficiency in generation. The LBNL (2012) study finds 

that higher temperatures will decrease the capacity of existing natural gas‐fired power plants during 

extreme heat events. While they note that the estimated decrease in capacity varies (by region, emission 

scenario, climate model, and plant type) the trend is clear. During the hot periods of August at the end of 

the century, under the high emission scenario, the models used for this study estimate a decrease in 

natural gas power plant generating capacity of 3 percent to 6 percent in California. To put this 

phenomenon in perspective, total nameplate Capacity losses at California’s gas‐fired generating plants 

could total 10.3 GW on hot days by the end of the century (LBNL 2012). This should be compared with 

the 1961–1990 maximum coincident loss of 7.6 GW.(LBNL 2012) 

 

The transmission of electricity will also be affected by increased ambient air temperature and extreme 

heat events. As described in the State of California’s Third Climate Change: 

“In addition to reduced efficiency in the electricity generation process at natural gas plants, reduced 

hydropower generation, losses at substations, and increasing demand during the hottest periods 

(resulting in more than 17 Gigawatts or 38 percent of additional capacity needed by 2100 due to 

higher temperatures alone), transmission lines lose 7 percent to 8 percent of transmitting capacity in 

high temperatures while needing to transport greater loads.” 

 

According to SCE analysis and previous studies, average annual air temperature is projected to rise 

between 7-12 degrees Fahrenheit along the eastern boundary of SCE’s Service territory by the end of the 

century – subjecting at least 5 key transmission pathways to some of the most extreme warming our state 

will face. (SCE analysis, LBNL 2012) According to the LBNL study, a 9 degree Fahrenheit air 

temperature increase (the average increase predicted for hot days in August according to the 

Intergovernmental Panel on Climate Change’s A2 scenario) diminishes the capacity of a fully loaded 

transmission line by an average of 7.5 percent. (LBNL 2012) This warming and increased chance of 

extreme heat will posing key risk due to the fact that Southern California draws on imports coming east 

for about one‐third of its needs. 
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3- Increased Wildfire Risk:  

Of the most damaging fires in the United States over the last 170 years, more than half occurred in 

California, and California leads the nation in economic losses from wildfire (Fried et al. 2004; Torn et al. 

1998). Southern California wildfires can be a serious threat to electrical transmission and distribution 

lines, as they can result in increased maintenance costs and reduced line efficiency. As noted in the 

scientific literature, wildfire risk is influenced by a number of factors, including climate, topography, 

available fuel, and sources of ignition (Westerling et al. 2009). From studying the data, it seems that 

climate change will only exacerbate the problem, as increased temperatures, a reduced snowpack, and 

altered precipitation will lead to increased flammability of fuel for longer periods of time, which will 

affect the size, frequency, and severity of wildfires (LBNL 2012). The escalation in flammability 

increases the liability for all electric utilities due to a higher potential for utility caused fires. 

One study summarized in California’s Third Assessment finds, “a 40 percent increase in the probability of 

wildfire exposure for some major transmission lines, including the transmission line bringing hydropower 

from the Pacific Northwest into California during peak demand periods” (Third Assessment 2012). These 

fires will also heighten the risk to crews working in remote locations with limited evacuation routes. 

According to SCE’s analysis of the data, this could mean tripling of wildfire risk in extreme cases (ex. 

near transmission lines serving Santa Barbra) but also slightly decreasing risk across the southeastern 

reaches of SCE’s service territory (possibly due to vegetation migration) by the end of the century. 

 

SCE currently utilizes CAL FIRE data, and on–the-ground inspections, to assess threats to SCE’s system 

from wildfire. However, CAL FIRE’s Fire and Resource Assessment Program Fire Threat Map hasn’t 

included the explicit impacts of increased fire risk due to climate change. SCE will seek to integrate this 

climate change data into its planning process and risk maps.  

4- Sea Level Rise/ Coastal Inundation: 

Sea level along California’s coast has risen about 17–20 centimeters (cm) over the last century, and many 

studies anticipate a larger rise over the coming century (Cayan et al. 2009). Researcher studying the 

impacts of climate change (specifically the low (B1) to medium‐high (A2) emissions scenarios) found 
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that, “by 2100 average sea level along the California coast may rise between 1.0 and 1.4 meters (3.3 and 

4.6 feet)” (Cayan et al. 2008; Cayan et al. 2009). This magnitude of sea level rise could pose an 

increasing threat to energy infrastructure along the coast, including power plants, transmission and 

distribution lines. SCE’s analysis corroborates the findings of other researchers, discovering that 18 SCE-

owned substations are at risk from a 100-year flood accompanied by a 1.4-meter sea-level rise by the end 

of the century according to the data. (SCE Analysis, LBNL 2012) 

 

 

5- Precipitation and Snowpack Changes: 

There will be significant challenges to California’s water systems over the next few decades. 

Paradoxically, “the state may very well experience both drought and increased rainfall simultaneously, 

with a greater share of precipitation coming from big storm events as was the case in San Diego this past 

July where, while in the midst of a drought, they received more rainfall in a single month than they had 

received in the previous 100 Julys combined” (CPUC 2016). Researchers also predict winter precipitation 

falling as rain instead of snowpack, which will have significant impacts on hydropower generation. The 

overall decrease in rainfall will result in limited reservoir capacity available for generation needs. 

Alternatively, the intensification in big storm events will increase the risk of flooding and mudslides 

damaging critical equipment throughout the SCE service territory. These projections are echoed in SCE’ 

analysis of data seen below and in Appendix B. 

12.11



 

Workpaper – Southern California Edison / SCE 2018 RAMP 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Chapter 12 – Climate Change 

12 | P a g e  
 

 

 

SCE’s internal analysis sees a dramatic rise in January precipitation (+ 151 mm per month) and runoff 

+23 mm per month) at some of our hydropower facilities between now and mid-century. The impacts on 

hydropower generation require additional study, because specific data points fail to represent the 

cumulative watershed impacts of this data set. SCE will engage in this analysis over the coming months. 
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3.3 ELECTRICAL UTILITY SECTOR VULNERABILITIES 
The long-term impacts of climate change were categorized into vulnerability categories to allow for more 

effective mitigation strategy development. The following vulnerabilities were identified as the greatest 

risks facing SCE over the next 100 years due to long-term climate change impacts: 

 Increased risk for facility inundation and flooding, especially at 18 at-risk coastal facilities 

 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

 Increased demand due to ongoing increased average temperature and extreme heat days 

 Disruption of service due to facility and equipment loss following flood and landslide events 

 Limited generation capacity due to decreased reservoir levels 

 Disruption of service due to facility and equipment loss due to wildfire events 

 Employee and public safety and wellbeing impacted by wildfire events 

 Increased liability due to higher potential of utility caused fires 

 

3.4 ESTIMATE CONSEQUENCES OF CLIMATE CHANGE IMPACTS 
Southern California Edison (SCE) has initiated a study on the indirect and induced costs associated with 

long-term climate change and the mitigations associated with overcoming them. Completing such a study 

in a short period is prohibitive due to the complex variables involved and the interrelated nature of 

associated costs. Every significant impact of climate change results in a cascading financial effect, many 

of which are difficult to identify and measure.  

 

Completion of an initial impacts cost analysis is anticipated early 2017, with a detailed study slated to be 

completed mid-2017 to support the mitigation selection process. 
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Direct Costs of Climate Change Impacts 

Measuring the direct costs associated with climate change over the next 100 years will require an 

extensive analysis of numerous variables. Factors such as increased flood risk, sea-level rise, and 

diminished capacity of equipment during extreme heat events all result in financial risk to SCE equipment 

and facilities. In order to effectively project direct costs it will be necessary to incorporate historical data, 

such as average facility relocation costs, with projected costs like developing technology. The following 

table provides an example of the direct costs associated with climate change and extreme weather 

impacts. 

Table 3: Direct costs associated with climate change and extreme weather impacts 

Climate Impact Direct Cost of Impacts 

Nuisance Flooding 

(Periodic, Temporary) 

 Restoration and repair costs, including parts and labor 

 Replacement costs for damaged assets, including parts and labor 

 Administration of restoration and repair activities, including 
inspections, procurement, and installation/removal of temporary 
measures like portable substations 

Permanent Inundation due 

to Sea-Level Rise 

 Relocation costs, including property, infrastructure, engineering, and 
installation  

 Costs to connect relocated assets and supporting infrastructure 

 Replacement costs for equipment that cannot be relocated 

Extreme Storm Surge Event 
 Restoration and repair costs, including parts and labor 

 Replacement costs for damaged assets, including parts and labor 

 Administrative costs 

Wildfire 
 Inspection and repair/replacement costs for assets damaged by 

smoke exposure 

 Replacement costs for assets damaged by fire 

Warmer Temperatures and 

Extreme Heat Events 

 Restoration costs for outages 

 Replacement costs for equipment needing earlier replacement 

 

Indirect and Induced Costs of Climate Change Impacts 

In addition to the direct costs mentioned earlier, we also should be concerned with indirect and induced 

costs. These costs can have a large impact on our residential, industrial, commercial, agricultural, and 

infrastructure and public service customers. According to the DOE, some examples of indirect and 

induced costs by consumer class are shown in the table below. SCE looks forward to a continued analysis 

with state agencies and stakeholders.  
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Table 4: Indirect costs associated with climate change and extreme weather impacts 

Consumer 

Class 

Indirect Costs to Consumers 

 

Induced Costs to Non-Consumers 

 

Residential 

 Inconvenience, lost leisure, stress, 

etc. 

 Out-of-pocket costs: 

- Spoilage 

- Property Damage 

 Health and safety effects 

 Costs to other households and firms 

Industrial, 
Commercial, 
and 
Agricultural 

 Opportunity costs of idle resources 

such as labor, land, and capital 

 Shutdown and restart costs 

 Spoilage and damage 

 Health and safety effects 

 Cost on other firms that are supplied 

by impacted firm (multiplier effect) 

 Costs on consumers if impacted firm 

supplies a final good 

 Health and safety related externalities 

Infrastructure 
and Public 
Service 

 Opportunity cost of idle resources 

 Spoilage and damage 

 Costs to public users of impacted 

services and institutions 

 Health and safety effects 

 Potential for social costs stemming 

from looting, vandalism 
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4 DEVELOPING MITIGATION STRATEGIES 

4.1 SCE MITIGATION WORKSHOPS 
In the summer of 2016, Southern California Edison (SCE) held a series of ‘course of action workshops’ 

meant to bring subject matter expertise together to detail specific mitigation strategies to overcome the 

vulnerabilities outlined in Section 3.3. The mitigation measures will continue to be refined by subject 

matter experts for future integration into executable mitigation plans, with detailed cost-benefit analyses 

outlined to facilitate the selection process. These mitigation strategies represent an initial review of the 

potential impacts of long-term climate change, and will require further study and analysis prior to 

implementation. 

A summary of the mitigation strategies outlined in the course of action workshops are detailed below. 

 

1. Build to projected impacts 

Current policy dictates that all new facility locations are built using historical flood projects and current 

100-year flood plain maps. This policy change would use maps developed using future projections and 

computer modelling for determining optimal building locations. 

Vulnerabilities Mitigated: 

 Increased risk for facility inundation and flooding, especially at 18 at-risk coastal facilities 

 Disruption of service due to facility and equipment loss following flood and landslide events 

Associated Costs: 

 Building new facilities may become more expensive due to more stringent location 

requirements and environmental standards 

 More analysis would be required in the planning phase of building new facilities 

 This COA would have a much higher potential benefit and much lower cost than other items 

on this list 

 

Associated Benefits: 

 Hardened infrastructure to weather events that will become more frequent in a future climate 

regime 

 The ability to maintain reliable service through a major weather event that would have been 

interrupted at a previous location 

 

2. Facility relocation 

Relocate facilities located in projected 100-year flood plain locations 10 years prior to flood plain 

encroachment. 

Vulnerabilities Mitigated: 

 Increased risk for facility inundation and flooding, especially at 18 at-risk coastal facilities 

 Disruption of service due to facility and equipment loss following flood and landslide events 

Associated Costs: 

 Decommission and demolish old facilities and repurpose the land 
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 Cost associated with rebuilding (construction) a new facility in a potentially more costly 

location 

 New environmental and regulatory constraints 

 A move to a new location may decrease efficiency or alter how certain facilities interact with 

Edison infrastructure 

 Potential cost associated with moving out of a projected flood plain, but in reality, the flood 

plain advances beyond the initial projection. This may cause the need to move once again 

 

Associated Benefits: 

 Hardened infrastructure to weather events that will become more frequent in a future climate 

regime 

 The ability to maintain reliable service through a major weather event that would have been 

interrupted at a previous location 

 Offers an opportunity to relocate facilities that were not places in ideal locations in the first 

place 

 

3. Individual facility flood mitigation engineering 

Conduct site-specific engineering review to assess the potential need for unique engineering solutions, to 

include but not limited to: 

 Raising each site above flood plain levels 

 Place critical equipment on raised or floating platforms 

 Place flood berms around facilities and equipment 

 Addition of seawalls in impacted communities 

 

Vulnerabilities Mitigated: 

 Increased risk for facility inundation and flooding, especially at 18 at-risk coastal facilities 

 Disruption of service due to facility and equipment loss following flood and landslide events 

Associated Costs: 

 Construction and equipment purchase cost associated with upgrading facilities 

 Potential failure of certain mitigating engineering solutions resulting in facility failure and 

lack of reliable service 

 

Associated Benefits: 

 Hardened infrastructure to weather events that will become more frequent in a future climate 

regime 

 The ability to maintain reliable service through a major weather event that would have been 

interrupted at a previous location 

 Would eliminate costs of physically moving infrastructure or procuring land 

 

4. Equipment specifications aligned to future weather models 

Current policy requires that all equipment be built to specification matching historical weather conditions 

for its area. This policy change would require all equipment be built to specifications matching the 

modeled conditions projected for the end of the equipment’s lifespan (i.e. equipment with an 80 year life 

expectancy would have to operate effectively under the projected conditions 80 years in the future). 

Vulnerabilities Mitigated: 
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 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

 Increased demand due to ongoing increased average temperature and extreme heat days 

Associated Costs: 

 R&D costs associated with determining appropriately engineered equipment 

 Cost of procuring and replacing the outdated equipment 

 Cost of replacing equipment to climate forecast standards that may not turn out to be accurate 

 

Associated Benefits: 

 Hardened infrastructure to weather events that will become more frequent in a future climate 

regime 

 A more accurate understanding of how your system will behave and endure the new climate 

and during extreme weather conditions 

 Less equipment failures would decrease cost and increase safety 

 Equipment that is more efficient would decrease cost in the end 

 

5. Add equipment to reduce increased system stress 

As equipment becomes less efficient due to increased temperatures and increased demand, add new 

equipment to reduce the burden on the existing equipment. 

Vulnerabilities Mitigated: 

 Limited generation capacity due to decreased reservoir levels 

 Increased demand due to ongoing increased average temperature and extreme heat days 

 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

Associated Costs: 

 R&D costs associated with determining appropriately engineered equipment 

 Cost of procuring and replacing the outdated equipment as well as siting new locations for 

equipment 

 

Associated Benefits: 

 Increased reliability due to more contingency infrastructure in case of failure at certain points 

 Increase the lifespan of older, overburdened equipment that would be negatively affected by 

climate change 

 

6. Increase focus on distributed generation availability 

As increased demand and decreased generation efficiency occur, focus on increasing the availability of 

distributed generation capacity and the ability of the grid to perform two directional flow. 

Vulnerabilities Mitigated: 

 Limited generation capacity due to decreased reservoir levels 

 Increased demand due to ongoing increased average temperature and extreme heat days 

 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

Associated Costs: 
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 R&D costs associated with determining appropriately engineered equipment 

 Costs associated with upgrading or replacing outdated equipment 

 Costs associated with increased need for accurate localized load forecasts 

 

Associated Benefits: 

 Increased grid stability and reliability 

 Decreases opportunities for equipment failures and costs associated with repairing or 

replacing the impacted equipment 

 Less need for additional traditional generation 

 

7. Increase reservoir locations and capacity 

As the frequency of rain becomes less frequent but the intensity increases, the ability to capture runoff to 

support hydrological generation will decrease. By adding additional reservoir locations and increasing 

capacity, additional rain can be captured during high intensity periods of rain. 

Vulnerabilities Mitigated: 

 Limited generation capacity due to decreased reservoir levels 

Associated Costs: 

 Building new reservoirs as well as increasing the capacity of existing reservoirs would 

require significant construction spending 

 Optimizing reservoirs would require climatological analysis, downstream water user, and 

environment studies 

 A significant change to the system of reservoirs would increase Edison’s potential exposure 

to infrastructure failure as well as environmental issues 

 

Associated Benefits: 

 Enhances Edison’s ability to maintain hydro generation during periods of extended drought 

as well as optimizes the system for the anticipated changes in precipitation patterns 

 Helps create a more positive public impression for Edison by showing increased water 

stewardship 

 

8. Align system specifications with modified weather conditions 

Model future grid development off of existing U.S. city grid design/specifications that match projected 

weather conditions (i.e. if 50-year weather projections for the rancho Cucamonga area match current 

conditions in phoenix, model grid design and requirements off of Phoenix’ current design requirements. 

Vulnerabilities Mitigated: 

 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

 Increased demand due to ongoing increased average temperature and extreme heat days 

Associated Costs: 

 Could present significant costs in upgrading pre-existing infrastructure and standards 

 May provide for somewhat misleading solutions that work better in a different city 

 The adjustments might end up being costly in the long term 
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 Fails to account for changes in technology over time (always looking to historical 

technology) 

 

Associated Benefits: 

 Utilizes pre-existing research and knowledge that may help provide realistic, workable 

solutions to climate change challenges 

 May help to identify additional challenges or best approaches to hardening the grid 

 

9. Increased distributed energy resources at the distribution level 

Increase the use of distributed energy resources at the distribution level to reduce the load impact on the 

bulk transmission system. 

Vulnerabilities Mitigated: 

 Transmission, distribution, and generation systems will operate less efficiently under extreme 

heat 

 Increased demand due to ongoing increased average temperature and extreme heat days 

 Limited generation capacity due to decreased reservoir levels 

Associated Costs: 

 Significant financial impact to implement new generation capabilities throughout the SCE 

service territory 

o These costs could be shared across political and industry boundaries and spread out 

over an extended period of time if demand is forecasted long-term 

 

Associated Benefits: 

 Decreases impact on bulk transmission system 

 Reduces impact of extreme heat days due to locally produced peak power production 

 Greater potential for implementing ‘green’ power solutions 

 

10. Multiple evacuation route policy 

Implement a policy change that requires all SCE facilities to have two geographically independent 

evacuation routes for every Southern California Edison (SCE) facility. 

Vulnerabilities Mitigated: 

 Employee and public safety and wellbeing impacted by wildfire events 

Associated Costs: 

 Extremely costly in remote areas to develop a secondary evacuation route if none exists (i.e.; 

building and maintaining a new road, building a helipad) 

 In some areas, the secondary evacuation route may be as vulnerable to fire as the primary 

evacuation route 

 

Associated Benefits: 

 Allows Edison employees to work more safely and confidently in areas of high fire risk 

 Could potentially be lifesaving if fire conditions do threaten the facility 
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5 CHALLENGES 

5.1 COMMUNITY ENGAGEMENT 
SCE cannot operate independently in preparing for the impacts of global climate change. The 

interdependencies that exist between the utility industry, emergency management, and local communities 

require that any broadly implemented resilience strategy must incorporate each of these entities. One 

significant challenge will be aligning the mitigation strategies of SCE, with the long-term planning of 

local communities and emergency management organizations. For instance, attempting to move 

substations that may be inundated due to sea level rise must first take into account how the communities 

those substations serve will adapt to the same sea level rise. If the community moves, or implements 

coastal mitigation measures, it will significantly affect how SCE infrastructure will need to service those 

areas. 

5.2 FINANCIAL ANALYSIS 
Understanding the financial impacts of long-term climate impacts, and the role mitigation measures may 

have on those costs, will require extensive research and analysis. The complexity of analyzing financial 

impacts assessed over 100 years will necessitate the creation of a standardized model for analyzing these 

economic considerations across all partnering utilities to ensure consistency. At present, there is no 

mechanism to guide partnering utilities through this analysis. 

6 NEXT STEPS 

The climate is changing, and will continue changing. SCE is committed to working with the communities 

we serve to ensure that together we are prepared for that future.  

SCE plans to continue active participation in these DOE efforts, and additionally work with state 

regulators in California to continue the analysis of the energy sector’s climate impacts. SCE is specifically 

interested in pursuing the opportunities to broaden the analysis conducted so far to include California 

Public Utility Commission‘s recommendations. These recommendations urge California utilities to: 

 Broaden the Definition of Assets 

 Assess the System as a Sum of its Assets 

 Assess Future System Assets 

 Assess Emergency Management Procedures 

 Assess the Vulnerability of Customers 

 Assess Internal and Operational Vulnerabilities 

SCE will work with DOE partners to continue assessing cost-effective mitigation measures that can 

address the impacts of global climate change on Southern California energy infrastructure. This work will 

be shared with California energy agencies, stakeholders, and our communities to promote a 

comprehensive understanding of the risks – and opportunities to mitigate those risks. 
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6.1 PLANS TO MONITOR, EVALUATE, AND REASSESS 
There is a lot of uncertainty around future climate change. Southern California Edison agrees with the 

DOE that a robust plan should be created to address this uncertainty. Plans should include monitoring 

progress, evaluation of implementation and reassessing the plan. SCE will have implementation 

milestones, which are key points that indicate increased level of resilience to a climate threat. Key cost 

and performance data will also be collected and monitored. 

 

SCE agrees with the DOE that evaluating implementation should take into account new information from 

outside sources. Outside sources include new climate change assessment and products form our state (ex. 

Cal-Adapt), US Global Change Research Program reports, DOE reports on climate change resilience 

planning, and NOAA climate change projections. 

 

Reassessment is a regular part of planning and depends on how new information becomes available, 

urgency or how different the new information is, and resource constraints. SCE agrees with the DOE 

guidance that it should occur at least as often as climate change assessment reports are produced. If a 

change to the plan is needed, it can be individually updated starting with the step most likely to be 

affected. 

6.2 EVALUATE AND PRIORITIZE RESILIENCE MEASURES 
In mid-2017, SCE will be conducting a mitigation review process to facilitate the selection of defined 

long-term mitigation strategies that will be adopted across the organization. In order for any long-term 

mitigation strategies to be effective, they must be integrated into the highest-level of corporate decision-

making, therefore, senior executives will be brought in along with subject matter experts to help facilitate 

the selection criterion. 

6.3 DEVELOP A RESILIENCE ACTION PLAN 
Once the appropriate mitigation strategies have been identified by the selection committee, a corporate 

resilience plan will be published, detailing how the mitigation strategies will be built into long-term 

planning effort across the company. 
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Appendix A: Map of SCE’s Service Territory 
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Appendix B: Side-by-side Climate Impact Maps (2030, 2050, 2085) 
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Chapter 12 – Climate Change 
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Chapter 12 – Climate Change 
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Chapter 12 – Climate Change 
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Chapter 12 – Climate Change 
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Chapter 12 – Climate Change 

Effectiveness of C1 on Major Weather Events (Reliability Consequences)

Definition of terms: 

CMI ‐ Customer Minutes of Interruption 

C1 ‐ Emergency Management Control

Summary: This workpaper illustrates CMI Reduction from C1 on Major Weather Events.

Source: Data was obtained from SCE outage data and reliability metrics

Year 2011 2012 2013 Grand Total PRE ICS‐Annual Average

Sum of CMI 1,145,490,041 535,306,671 510,781,049 2,191,577,762 730,525,920

Year 2014 2015 2016 Grand Total POST ICS‐ Annual Average % Reduction

Sum of CMI 561,851,540 577,961,823 680,531,070 1,820,344,432 606,781,477 17%

The difference in average CMI pre and post ICS implementation represents a 17% reduction.

ICS ‐ Incident Command System (national framework for responding to incidents ‐ subcomponent of the 

Emergency Management Control)

Table 1: CMI Prior to ICS Implementation

Table 2: CMI Prior to ICS Implementation
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Chapter 12 – Climate Change 

2016 Major Fire Storms Restoration Cost

Storm 1611 $7,449,858

Storm 1614 $16,191,410

2017 Major Fire Storms Restoration Cost

Storm 1716 $247,350

Storm 1720 $46,261,191

Total cost of major fire storms from 2016 ‐2017  $70,149,808

Average cost of major fire storms from 2016 ‐ 2017 $17,537,452

Percentage reduction if one fire is detected early by SCE HD Cameras and also 

prevented from growing and impacting SCE assets by rapid containment from fire 

agencies (average cost of fires listed above ÷  total cost of fires listed above) 25%

Mitigation effectiveness for M2a (half % risk reduction is attributed to SCE and the 

other half to responding fire agencies) 12.5%

Effectiveness of M2a on Major Weather Events (Financial Consequences)

Summary: This workpaper provides a rationale of percentage risk reduction resulting from early fire 

detection and containment

Source: Restoration cost for major fire storms obtained from associated storm work orders 
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Chapter 12 – Climate Change 

Workpaper: Number of Weather Stations

Objective: This workpaper shows an approach for determining number of weather stations for SCE HFRA (High Fire Risk Area)

Item Description Amount Notes

SDG&E Data and Assumptions

A SDG&E territory (sq mi) 4,100 Per SDG&E webpage 8/29 (https://www.sdge.com/more‐information/our‐company/about‐us)

B Assumed SDG&E % HFRA 70% estimated @ 65%‐ 75%

C SDG&E HFRA sq miles 2,870                    4100 sq miles * 0.7

D SDG&E weather stations 170                       Per 2017 Sempra annual report

SCE Data and Assumptions

E SCE  HFRA (sq mi) 14,297                  Per GIS exercise (Tier 2, Tier 3, and related buffered)

F SCE / SDG&E HFRA ratio 5                            = E/C (rounded)

G SCE target weather stations 850 (Number of SDG&E weather stations) * (Ratio of SCE : SDG&E HFRA)

Summary: The following factors were utilized for benchmarking purposes; (i) SDG&E HFRA size (ii) Number of SDG&E weather stations (iii) SCE HFRA size (iv) 

Ratio of HFRAs for both utilities 
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1 
 

Workpaper – Subject Matter Expert Qualifications 
 
Purpose: In cases where SCE has relied on SME judgment, we provide additional detail, where 
applicable, as to why such judgement is prudent and should be used to inform RAMP analyses. 
 
Risk Chapter Climate Change 
Risk Analysis Component Mitigation Evaluation – Development of mitigation 

effectiveness values. 

Does historical data exist 
at SCE to support the 
evaluation of this risk 
analysis component? 

No, SCE does not have historical data to perform this analysis. 

Additional back-up or 
sources used by the SME(s) 
to inform/validate 
guidance 

SMEs had discussions with internal and external colleagues 
that have experienced risk events similar to those modeled in 
this chapter, and who have deployed similar types of 
mitigations. SCE SMEs calibrated this feedback to make expert 
judgements relating to the design of SCE’s system to 
determine the mitigation effectiveness values used in this 
chapter. 

SME(s) who have 
contributed to this analysis 

 Director, Business Resiliency 
 Principal Manager, Business Resiliency 
 Senior Manager, Business Resiliency 
 Senior Advisor, Fire Management 
 Senior Advisor, Hazard Assessment & Mitigation 
 Senior Advisor, Meteorology 
 Consultant(s), Climate Change Adaptation  

Relevant Experience of 
SME(s) 

These SME’s have a combined 65+ years of experience in the 
fields of Business Resiliency, Energy and Climate Policy, 
Wildfire Management and Prevention, Hazard Assessment and 
Mitigation, and Disaster Recovery & Meteorology, all within an 
electric utility environment. SCE’s SMEs have performed 
advanced incident complexity analysis and developed and/or 
executed emergency action plans and climate adaptation 
strategies for electric utility systems and processes. 
 
SMEs collectively possess various professional qualifications 
and advanced degrees, including: extensive T&D field 
experience, Master’s degrees in Community and Regional 
Planning, and a Ph.D. in Ecology.  
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